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The phenomenon of terrorism is
traditionally agloba phenomenon, has grown
and evolved and increased in influence when
coupled with this phenomenon environment
electronic, providing internet users and them
terrorists Field welcoming the "lega” for the
exercise of their actions and their activities
freely away from the authority of the control
and spread of wider and low cost, and which
increased the danger of this phenomenon is
the premise of the traditional coupling
terrorism with electronic terrorism, when
terrorists used electronic means and
techniques that are linked to the Internet, it is
true that the impact so far did not exceed the
limits of the effects of terrorism, electronic
criminal operations that fal within the
framework of cyber crimes, but the studies
specialized propositions and the current focus
on the issue of the possibility of terrorists
exploit the Internet as it can target the sites
infrastructure and technical and technological
and even military, and that can cause a
complete standstill if there were facilities for
all lifein the target country.

Keywords: Cyber-terrorism, terrorist groups,
the challenges, and the means of electronic
terrorism, combating- electronic terrorism .
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I ntroduction

The phenomenon of terrorism and of which E-terrorism is a global security
issue and the national most pressing faced by all countries around the world, and
this became dramatically clear to the shock in the September 11, 2001, and the
problem is that terrorism-mail has become a long-term threat requires a full
commitment by the United States and the international community to eliminate on
terrorism, whether individuals or terrorist organizations wherever they exist.

And here it is necessary to grasp the fact that the increasing presence of
modern terrorism on the Internet is actually normal for the blending of two major
trends as aresult of:

- The spread of democracy and the ease of communication that facilitates
the delivery of content presented to users on the Internet.

- Growing awareness of the terrorists and the growing potential of the
Internet that achieve their purposes.

But this was and the Internet is still the scene optimal choice for terrorists
and will remain so for a long time, Decentralization and the provision of non-
disclosure of the user's identity represent the most important ,The advantage can
be nearly this network for terroristsideal environment to work, asit can not be that
the Internet is subject to control or restrict because of it's subject allows access to
anyone who wantsit.

The problem in the fact that large and small terrorist groups as well as
individuals, each has its own positions on the internet they can through the use of
this network both for the dissemination of propaganda, or to raise funds, money
laundering, or to recruit and train new members, or to secure means of
communication or a communication and facilitate coordination and conspiracy and
planning attacks, and other risks that could fall within the framework of terrorist
acts.

And now operates hundreds of sites on the Internet, and arise, and many
others each year show, aswell as sites on the Internet, and is constantly increasing,
and the terrorists at the moment also rely on e-mail, chat rooms and groups of e-
mail, forums, The boards of default messages, as well as resources such as
YouTube, Facebook, Google Earth and others in achieving their goals, both to
spread itsideas and narrativesin or carry out terrorist acts.

And raise the fight against terrorism online issue of countermeasures by
states or targeted institutions and cost, since the advent of the Internet to this
moment and methods of combating terrorism is renewed and resort the states to
develop specialized in all parts of the world and the security agencies operating on
the Internet, especially since the warnings in succession from here and there, both
at the level of official statements and unofficial growing ability of terrorists at this
time to use the Internet, both global communications, as well as to launch an
electronic vital installations and infrastructure attacks in the flag States Collect,
not least because they face the developed world including the United States and
the European Union countries of terrorist threats to launch cyberattacks over the
network daily and increasingly.
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Recently, it many security services and the specialized agencies began to
focus on Internet control, and track terrorists who use them, as well as monitoring
the Internet messages incoming and outgoing from the terrorists, has this many
attempts security devices, each series and others, including public, for the
application of various systems and defense mechanisms against terrorists on the
Internet.

1- TheLegal regulation of the Internet:

The spread of the Internet is limited and seclusion heavily marketed by the
world as a whole, reason not the need for the organization to deal with it through
its own legal system legidation, as it was seen that the last he had interfered
unnecessary.

However, the information revolution unleashed by the internet marketing
and the spread of use and diversity of the areas to take advantage of them in the
whole world and ways and methods were not known in advance, something that
would lead to the explosive growth of the countries connected to the Internet, not
states not realize that the use of growing computers would rely on the growing
computer systems lead to computerize all daily activities and for various services
in the country and that such services may expose the country to some weaknesses,
such as a potential Launched from different directions against Systems that
working across the network attacks.

Internet has brought around the physical challenges of the world and that
existed before the Internet marketing, and what was Internet depends network in
existence on the electronic media, the risks they are exposed to these many ways
and variety, which was born in the belief among many that he can not meet these
challenges the risk that deviate electronic media and software related without the
involvement of law and in many cases, not only at the national level, but that the
international character of the network showed there is a need for cooperation
between different countries to address legal issues such as copyright infringement
and cyber crime on an international scale. *

Whereas the fact that there is no central entity that governs the Internet, the
many countries at the beginning of it now issue and implement the various laws to
address issues arising from electronic media applications and as part of its
sovereignty, and is ordered to pay other countries because the show a little
attention to the legal regulation Similar to the issues on its territory, and at this
stage carried nations legal regulation of the Internet at the local level without
giving any consideration to the enforcement of laws regulating network Internet on
the international level .

However, soon they realized that refer to the characteristics of the Internet
self and universality, as well as skip risk limits of a single state, which was favored
when many countries in the need to consolidate the trends and the general
principles approved by the local laws to be consistent with the laws of other
countries and in order to combat cross-border crimes and terrorism.
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Moreover, what was it (controls) under which Internet service providers
liable working on Internet service (ISP) parts of the network within the national
borders of a country controls what, the legal regulation on the Internet can not be
implemented effectively and successfully without the help of the ISP. In addition
to that there are some "powers' that dominate the development of laws governing
the use of the Internet, in terms of status and the nature and content of the legal
regulation of the issues related to the Internet, and this means that you must decide
to what extent can extend the influence of these "powers' on laws governing the
use of the Internet in countries that fall outside the scope of the "great powers"
Home in the world.

2- Theproblemsof crime and terrorism on the Internet :

In fact we not surprising that opposes the interests of different players lead
to conflict, it can be asked whether the expectations of the human rights of Internet
users are reasonable, taking into account the spread of Internet use in the
commission of serious crimes, as well as the threat posed by terrorism. Commit
cyber crime and terrorism is undeniably harmful to the Internet community as a
whole, and adversely affect the growth of confidence in the use of the Internet. In
addition, you must decide whether the State used control methods, constitutes a
violation of human rightsin areasonable Internet user ?

Isit possible, for example, to monitor and / or retention of communications
al Internet users, regardless of whether the user is a suspect or not? In many cases
today, and ISP bears the legal burden to ensure the technical enforcement to
monitor the state.

In this regard, one should look at the involvement of ISPs when drafting
legidlation and not only at the stage of implementation of laws. Should be asked
whether the obligations imposed on reasonable 1SPs within the evolution of the
Internet from the informal to the medium regulator.

3-1/ Thereality of theInternet in light of e-crime and cyber terrorism:

Terrorism is a national security issue most pressing facing the United
States and its allies around the world. This became clear in the shocking
September 11, 2001 and promises to be a long-term threat requires a full
commitment by the United States to eliminate the terrorist organizations wherever
they are.

Has identified the former vice president of the Center for the fight against
terrorism, the four elements of the CIA that are common to all acts of terrorism,
where in spite of the diversity of images of such attacks in cyberspace, they till
appear on the four elements common to all acts of terrorism:*

1- premeditated and not abstract acts as breed of terrorist attacks to carry
out an attack.

2- political aims to influence the political structure cyberterrorism is an act
that aims to completely destroy the computer system. Cyber-terrorists are hackers
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with political motives, their attacks can affect the political structure of this
corruption and destruction.”

3- that target civilians and civilian facilities terrorist attacks Cyber civil
institutions, Qualifies as terrorism, cyber attack that leads to violence against
persons or property®, or at least cause enough harm to generate fear.

4- Cyber terrorism has become a substitute for conventional armies that
fight conventional wars, and in some cases exclusive of electronic warfare,
information warfare, which are attacks on the computer network connected to the
I nternet.

Electronic warfare is the last term is of several terms used to describe
various aspects of defense and attack information and computer networks in
cyberspace, as well as the denia of an opponent's ability to do the same’.
Electronic warfare and information warfare employs information technology as a
tool of war to attack the enemy's sensitive computer systems.’

3-2/ How to use the Internet by the terrorists

All terrorist organizations in the world today, have their own sites on the
Internet,” which is using this medium for advertising, and to raise funds, or money
laundering, or even to recruit and train terrorists, and the modern use of the
Internet is also a key element in the concept of terrorism and psychological
warfare, and in fact the case today could be a terror computational reality because
of what to attack your computer from the possibility to do the actions can only be
described a disastrous, such as dropping aircraft, and destroy the infrastructure of
biotechnology, and the destruction of the stock market, and reveal state secrets,
efc.

as well as the lack of expected effects of what will happen after that the
effects of the tent can infect all aspects of public life and private. . .

It is clear that the Internet enables small groups of work force and makes it
look more capable than they might be in fact, even the threat of turning into a kind
of virtual fear, because the network allows terrorists to amplify the consequences
of their activities with messages for follow-up and threats directly to the general
population, although that terrorist groups may be completely unable to act in the
physical world.

And the fact that the Internet alows a person or group to appear to be
larger or more important or threatening than it is already.™

3-2-1/ The Advantages of the Internet that exploited modern
terrorism:

great virtues of the Internet Was converted for ease of access, and the lack
of regulation, the vast potential of the masses, and fast flow of information, and
multimedia applications and so forth to take advantage of groups committed to
terrorize communities to achieveteir goals.
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Internet takes very little skill to use, has a small number of systems and
provides the public all over the world who can send information quickly and at
low cost, and allows the user anonymity.™*

It allows terrorists to engage in activities which with minimal risk, andisin
fact the Internet is very attractive to terrorists, to provide them with the non-
disclosure of the name, as well as easy accessible from everywhere, as it gives
them the option to post messages, and e-mail, upload or download information and
hide in the dark again. *?

And the most prominent example of this is that the Internet has become a
valuable tool for al-Qaeda, not only to coordinate operations and launch attacks,
but also like virtual camps training and indoctrination, and employment. 2

In fact, the web of a-Qaeda has become what he calls the Online
University of terrorism experts, as they are published more than 300 new pages of
codes and manuals and instructions, and rhetoric on the Internet per month, search
Is no longer necessary for the supporters of a-Qaeda and its supporters to join in
the training camp military, or travel to another country because a person can learn
alone, or with other brothers, in the Internet and pass setup.

Ironically, the decentralization of the Internet was necessary for the
liberalization of the telecommunications and secured between the security
agencies of the United Statesin its work in the face of the fear of the Soviet Union
days of the Cold War, and is now working in the interests of the greatest enemy of
the security services since the end of the Cold War and it is only international
terrorism, as the modern terrorist groups working to make full use of the Internet
for communication between the group itself or the work of the Special Group's
internal networks."

Al-Qaeda, for example, has shown itsdf to be remarkably intelligent
entity, he can cope with the difficulties and risks and challenges, mainly due to its
decentralized structure based on the decentralized online course.™

And the Internet by its very nature, is in many yard perfect for the
activities of terrorist organizations, ways, and in particular, the largest field of
terrorism, provides many advantages, including:

1- Ease of access.

2- lack or weakness of any regulation or control, or other forms of
government control.

3- The possibility of deployment on the level of potentially huge audiences
al over the world;

4- anonymity while communication;

5- Fast flow of information confidentiality;

6- react quickly and accurately.

7- possihility is charged with the development and maintenance of the
existence of the Internet.

8- The presence of a variety of multimedia environment to express their
opinion, the ability to combine text, graphics, audio and video.

9- allow usersto upload and download movies, songs, books, posters, etc.
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10- The ahility to shape coverage in the traditional media, which are
increasingly used the Internet as a source of stories.

The problem is that all of these benefits did not go unnoticed by terrorist
organizations, regardless of their political or ideological tendencies so today we
find that almost all terrorist organizations active through its Web sites, but many
of them are working to be have more than web sites and become one of them used
several different languages to promote her ideas and beliefs. °

Often shed reportsissued by specializing in US institutions that light on the
uses of the Internet by al-Qaeda before the implementation of 11/9 attacks, which
include search the Web for information about flight schools in the United States,
using the online processing kidnappers contacts with e-mail accounts, and
coordinate the actions of the attackers using e-mail, Web pages and download anti-
American, and the collection of flight information.*’

3-2-2/ The Cyber terrorism in theinternet:

The threat posed by cyber-terrorism has held the attention of the mediain
most spaces, and started at the present time is to address this phenomenon as a
form of threat to the security of society, and the information technology industry.

And had assumed the journalists, politicians and experts in a variety of
areas and a popular scenario in which in which terrorism, cyber talk infiltration
electronically to computers that control the dams or air traffic and to generate
electricity and control traffic and railways and ports and other vital interests in the
stations control systems the lives of the people in the state, and thus wreak havoc
and threaten not only millions of lives, and this means that the National Security
itself will be vulnerable to sabotage, because the most important in Western
societies network infrastructure is managed through computers, and the potentia
threat of terrorism, cyber thus be a cause for concern dramatically, and experience
has proven that hackers - but were not their motives are the same goals that inspire
terrorists - have proven that they have access to sensitive information and disrupt
operation of essential services.

At least in theory, could follow the example of terrorists pirates, and thus
penetrate the government and your own central server computer systems,
paralyzing or disrupt military and financia sectors, and service economies in the
developed countries, and the reason for al this risk is due to the increasing
reliance in communities developed countries information and communication
technology, which peppered a new form of security weaknesses by giving
terrorists the opportunity to approach the targets that would be otherwise can not
be compensated and fully confront, such as national defense systems and air traffic
and other control, and is This means that whenever the country was more
advanced in terms of technology were more susceptible to electronic attacks may
encounter technical infrastructure.

So,What should be considered cyber-terrorism?

Dorothy Denning provided a clear definition of unambiguous cyber
terrorism in many of her articles:

69



Dr. Saddam Faisal :Cyber terrorism on the Internet The Academic Journal of Legal Research

When she said that " ... cyber terrorism is cyberspace and terrorism
affinity, and here refers to the attacks and illegal threats against computers,
networks, and information stored in them carried out to intimidate or coerce the
government or citizens of the country in furtherance of politica or socia
objectives.

Moreover, and as described, it should be that terrorism leads cybersecurity
as an attack on violence against persons or property, or at least cause enough harm
to generate fear, and that the attacks that |ead to death or bodily injury, explosions,
or significant economic loss to be examples, attacks serious against vita
infrastructure can rely on acts of cyber terrorism, depending on the impact, and
attacks by non-essential services or that are mainly would inconvenience
expensive does not crash ..." .*®

It is important to distinguish between cyber terrorism, piracy, and the
extent to which can limit their terms coined by scientists to describe the
Interdependence of piracy and political activity.

Programmatic struggle, although politically motivated, does not constitute
a cyber-terrorism or piracy, because the objective is to protest not disruption, and
they do not want the murder or mutilation or terrorism, however, the struggle
script does highlight the risk of cyber-terrorism.

Individuals with lack of moral discipline likely to be used methods similar
to those developed by hackersto wreak havoc asthey are terrorists.

Moreover, the line between cyber-terrorism and piracy or struggle
compiler may mixing the fairly effacement sometimes, especialy if terrorist
groups are able to recruit or hire computer hackers who have the savvy or if the
pirates decided to step up their work by attacking the systems that run the basic
elements the infrastructure of the target country.™

Cyber-terrorism, and the emergence of "computer age" has produced a
boom and there are already well-known threat of fear and a lot of this kind of
terrorism, and unfortunately, this new danger has not completely gain the attention
of the public more aware and educated and even official institutions.

Also there should be a distinction between the terrorists who take
advantage of the technology available, and they are terrorists, cyber and terrorists
traditional, and who may increase their arsenal of more conservative methods,
such as bombings, kidnappings, and murder, and new methods such as computer
viruses, and Penetration radio frequencies, and attacks "denial of service."

However, it can aso be the presence of the terrorist cyber pure, this
diversity of images and the sources of terrorism may do so without the traditional
terrorism approach, rather than the exploitation of computer technology to put
them into the demands of the impact, and the ransom, or the destruction caused to
the world's population in general, in addition, cyber terrorist can achieve these
goals without exposing himself to the actual harm.
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4/ The Internet field fertile environment for the production of cyber
terrorism.

4-1/ Production terrorism traditional manner

Directed media emergence of terrorism, which led many experts in the
field of communications and terrorism to re-modern concept of terrorism in the
actual production of communication framework, and a perfect act of cyber
terrorism can be analyzed like alot of other means of communication, and consists
of four basic elements:

1. transmitter (terrorist),

2. intended recipient (target),

3. The message (of the bombing, ambush), and

4. Feedback (Reply target audience reaction).”

In fact, Ralph Dowling suggested applying a new concept of confrontation
talk of a new kind of terrorism, and argued that the terrorists have the ability to
engage in frequent rhetorical forms that force the media to provide access without
which terrorism can not meet its objectives.*

Moreover, some terrorist events have become short of terrorism,? and that
could be better analyzed by the media, which depicts the event.?®

4-2/ The production of modern cyber terrorism on the I nternet

Terrorists today in the world of postmodern enabled to take advantage of
the benefits of globalization, especially the most advanced modern technologies
technology and including communications planning and coordination and
implementation of campaigns deadly, so that these attacks are no longer restricted
geographically within a given region, politically or financially dependent on a
particular country, they rely advanced communications such as the Internet, and
related to terrorism and the Internet in two ways:

First, the Internet represents a very large forum for each of the terrorist
groups and individual terrorists to spread their messages of hate and violence, to
communicate with each other and with their supporters and sympathizers, and
even to launch a psychological war against their enemies.

Second, individuals and groups to attack computer networks, including the
Internet, in what became known as - or cyber terrorism - electronic warfare.
Currently, the terrorists use and misuse of the internet for their own benefit rather
than attack it.

4-3/ The Cyber terrorism in the new environment:

It is known that the extent of the impact of the new terrorism in the present
day is cross-border and changing forms and types of terrorism today than it was
last time through the change key trends related to these trans-national groups are:

1. Development / ad hoc groups as preferred method of work of loose
networks.

2. anew attitude toward violence, including suicide bombings.

71



Dr. Saddam Faisal :Cyber terrorism on the Internet The Academic Journal of Legal Research

3. religious groups rather than on the basis of nationality.

4. operations facilitated communications and information technology (ICT)
and mobile technologies;

5. ideas and worldviews connect to each other, rather than just political
ambitions.

6. they have less need to take care of the direct state;

7. groups appeal to the Diaspora and not just local audiences; and

8. They have the ahility to use chemical, biological, radiologica and
nuclear weapons materials.**

5/ The Practical applicationsto take advantage of the Internet by terrorists

In addition to the terrorists use of communication services and
communication over the Internet, they were able to use the Internet applications as
a means to achieve a useful purpose for them, as the Internet serves the terrorists
as an excellent source of useful information, because it is the World Wide Web,
which contains the largest data storage file free information and and that can link
toit easily and pleased. *®

Many of tools are available on the internet, which means to facilitate the
collection of data of deferent kinds of informations, the so-called search engines,
including the database, and lists of e-mail distribution and chat rooms, discussion
groups, and many web sites who provide search tools to their own information
extraction databases on their sites, and that the search by title or word from
newspapers and magazines can aso generate useful information and is free to the
terrorists on the Internet, some of this information may also be available in the
traditional media, but the search capabilities on the Internet allow terrorists to get
them with complete anonymity and with very little effort or cost.

According to a statement made by USA Defense Secretary Donald
Rumsfeld, the readers of training to a Qaeda guide the growing number of
insiders after the war in Afghanistan, and began to use public sources openly and
without resorting to illegal means, it is possible to easily collect 80 per cent at least
of all required information about the enemy, and so the terror without employing
these features can not prevail or survive, and even been Evolves, and then provides
recruiting killers and bombers, kidnappers, torturers, and engineers, and soldiers of
the armies of terrorism in the future, the Internet has become a useful tool Talk to
recruit terrorists, "%°

And so, the Internet combines many advantages for recruits, for example:

1. it makes it easier to gather information to potential recruits through
access to more information, more quickly, and multimedia format.

2. The global spread of the Internet allows groups to publish events for
more people.

3. increase the possibilities for interactive communication, the Internet
along with more opportunities to connect the group directly.
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4 and also the possibility of online recruitment by terrorist organizations on
a large scale, although the Internet is used more for the initial attraction,
recruitment and ideological, and social support for direct employment.

5. Moreover, the process of creating blogs and sites on the Internet are
more than activate the reward recruits and the suicide terrorists, and thus serves as
an additional indirect employment initiative.

6. Recruits terrorists may use Internet technology to roam interactive chat
rooms on the Internet to search for receptive members of the genera public
(especially young people) using sophisticated persuasion procedures.

7. The terrorists use the Internet to create and activate virtual training
camps, aso they use online communication to provide information to his fellow
terrorists, including maps, and photographs, and trends, and symbols, and
technical details of how to use explosives.”’

8. Internet is home to dozens of sites that provide information on how to
build explosives and chemical weapons .

9. Findly, like many other political organizations, terrorist groups are
using the Internet to provide the funds, for example, al-Qaeda, has aways
depended heavily on donations, and is building its global network to collect
donations on the basis of charities and non-governmental organizations, and
institutions Other financial used Web sites and chat rooms and online forums to
the poll and fundraising.?®

5-1/ The practice of terrorism informational across cyber space:

The concept of terrorism information rooted in the ideas that surround the
information war. Description for the first time information warfare elements to be
seven sub-types of the war:

1. Leadership

2. Control,

3. intelligence building,

4. E-piracy,

5. Psychology,

6. existing economic war on cyber attacks on economic interests.

7. information warfare.

Information warfare has focused in its early stages so much to exploit new
technologies to gain an edge, while there was an element of psychological warfare,
and it was mostly about the command and control systems and disrupt the enemy.
As the potential of these techniques to influence and realized both friend and foe,
and there was a concentration of new to this side.

5-2/ The Electronic attack & defencein cyberwar

1- Attack technology by using, Logic bombs, viruses, worms, spy-ware,
flooding, DOS attacks, Web defacement.?

2- Defend technology by using:
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Virus checkers, network tools, network forensics, standards, backups,
intrusion detection systems, honeypots, training.

5-3/ The Exercise leader ship and control of theleadersand organizers

1- Coordinating activities:

Network centric organisations using such elements as the Web, SMS,
coordinated sensors, and streaming video.

2-  Bind supporters and spread message:

Use the Web and the mass media to promote cause to a global audience.
Use the Web to collect monies.

In another side, the Online Network Communications (CMC) is ideal for
communication between terrorists, We have provided in the past that the
decentralization enjoyed by the Internet, has made this network as a network can
not be made subject to control or restrictions, and can not be provisions
undergoing controlled completely, and it alows free access to any person
anywhere in the world, and thus the structure of terrorist organizations Modern
computing makes communications more relevant and useful to them.

In fact, the web sites are just one of the Internet used by terrorists now
services, there are many other facilities on the Internet, e-mail, chat rooms, e-
groups, forums, virtual panels that terrorists use more and more message. And use
many of the sites on the Internet for terrorist psychological campaigns against
hostile states and military forces, and send messages of verbal and graphic attempt
to demoralize and intimidate the enemy or create a sense of guilt and doubt and
division.

Terrorists use the Internet to disseminate scary footage of executions and
beheadings, and deadly sniper attacks and deadly bombings to intimidate the
enemy forces or the public, as they use the Internet to make threats and letters to
the governments of the enemy and the population as well.*

5-4: The Exercise of Lobbying and influence.

1- Contemporary audience

Globalized reach of communications has given the ability to reach anyone
and in anywhere.

2-  Strategic communications

Influence campaigns are now an integral part of national and terrorist
strategy. Each has its own targeted constituency in the globalized information
environment.

3- Terrorismis psychological warfare

A. Violence as communication.

B. Goals cannot be obtained by violence alone.

C. Victims must be enlisted to gain objectives.

D. Persistent campaign with the target population increasingly perceiving
(irrationally?) risk.
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E. Boost its supporters, frighten it opponents.

F. Seek to undermine beliefsin the collective values of society.

Terrorists uses the victims' imagination against themselves

4- Technology of the despised West is used against it

A. Eventhe Taliban, who are averse to technology, had a Web site.

B. Web and other technologies such as SM S are more difficult to censor.

C. Terrorists Web sites are better suited to their target audiences than
‘of ficial’ gites.

D. Effective use of video imagery on Web and, subsequently, the mass
media

5- Technology has decreased the West's dominance of  mass
communication.®

A. The terrorists strategy is recognises the importance of having
information/influence practices.

B. The importance of the media is shown by the increase in violent
targeting of broadcasters by Western militaries and governments.

C. Censorship of the Web is increasing although terrorists seem to be
able to combat this. It is the Mind/Influence functions that will be further
discussed below Operations.

In the other side ,the influence and terrorist groups often be regarded as
terrorist groupsit is fighting the war asymmetric mostly psychological warfare.

Psychological warfare is aterm used to describe a set of procedures, which
consists of violence or the threat of violence as well as some form of
psychological warfare operations, and psychological operations consist of actions
such as disinformation and deception and propaganda, and show false strength, in
the forms of the most successful, it can Create a victory without the need to use
traditional power, has been considered as another way to make the surrender of the
enemy.

However, their methods can be used to destroy the morale of the enemy,
and to promote pro position, in the contemporary terrorist acts actors are the
terrorists themselves, and their supporters, and to try to attract neutral groupsto its
side, in addition to confuse governments and world public opinion, the terrorists
know they can not win using violence alone because they are in a weak position
militarily, so the violent components terrorist acts are symbolic and designed to
send political messages, any sensg, if there is no message to be understood by the
target audience and then things like bombings and shootings will not have any
goal, but the violence itself.

Although some religious terrorist groups based on what seems to be
interested in maximizing body counts, there is still the basic political message,
mentions that symbolic acts of violence should be analyzed using the following
factors:

1. The purpose of the communication,

2. In the context of communication,

3. Relative in a symbolic message.
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Since each of these acts of violence have goals or public elementary and
secondary schools, and universities.*

conclusion

clearly recognizes that cyber terrorism is a serious problem (“Threats and
protection).

There are many forms of terrorism on the Internet. Some are not dangerous
enough to be deemed a simple spread of information instead of terrorism. They are
simple show of skill and are harmless.

Acts of cyber-crimes may involve stealing of money, company secrets, or
attacking country’ s infrastructure and causing real damage.

Cyber terrorism is an impending threat to the United States, or any other
technologically advanced country. Even nations with more primitive technology
can be negatively affected by the “ripple effect”.

With the excess of technology increasing at a tremendous rate, the threat of
cyber terrorism will only get worse .

Cyber-terrorism is a complex issue that is vital for information security
specialists and to some extent the society to recognize. One must be conscious of
all of its characteristics in order to better evaluate how and where the "terrorists’
are likely to attack our approach.

What makes this subject significant is that a cyber terrorist attack is
comparatively very easy and economical to instigate. For that reason, it can from
any where in the world, at anytime, and, more importantly, the stakes of this cat
and mouse game are can be quite high. In view of the fact that it is only a matter of
time before a system is attacked, one must stay alert and share the knowledge
obtained so that we can help protect ourselves at a personal, business, and national
level.
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