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Encryption, a means to secure electronic commerce from technical risks 
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Abstract: 
      In light of the massive information revolution that the world is 
witnessing today, electronic commerce has, without any doubt, achieved a 
lot  of  benefits  for  both  businesses  and  customers  by  dominating  the  
factors of production in various aspects of economic activities, it enables 
a person to conclude business deals or get information anywhere and 
about any topic, at high speed and low cost. 
      Despite this huge and rapid development, the danger remains on 
how to protect this information transmitted between different parties. 
      In order to protect data in general and electronic commerce in 
particular, many countries have sought to develop techniques to ensure 
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the privacy of the parties' transactions and prevent its invasion; 
Encryption is one of the most successful solutions aimed at securing 
electronic transactions.  
key words: Electronic commerce; Public key; Private Key; Mathematical 
algorithms; Decryption. 

  

  

  

 

 

  



  

 
 

533 

 

 

 

  .  

 :  

 

 

)  (  ).(  

:  

 --

 

  

:  

)201976(. ''

'')200534(.

)).  



  

  
 

534 

-:

)2000393-394(

1466Leon Alberti 

''

'' '' ''

'' '')

200834(.  

IBM

1986RSA)2018
275(.  

-

)2014
250(.



  

 
 

535 

 

'' '' '' ''

'' ''

 

 )201615(.  

  

)2010
166(. 

)2008
52(.  (

( 

  .( )  

-

''

''.)2012157(.

''



  

  
 

536 

''.)2009194-195(.  

Encryption"))

 

"Decryption''

((

)200710(.

''

.")200832(.  

 '' :''. 
(Bowers, 1988, p. 51).  

- 

  ''    

    

   

 .'')2010202(.  

)2019289-290(.  

 

--



  

 
 

537 

)2009
47(. 

)2007271(.  

-

.  

13/04/1999  

1994/338119/12/199495/837

10/04/1995

)200933(. 

2001

'' ''''

''.)

2006159(. 

1205/53)05/5320073879( ''

 ''.

)2007101(.  

02/05

)832000( 

''

 



  

  
 

538 

.''

 

)200934-35(.  

)2012
157(

)200565(.  

15/04)

15/042015(

0208''

  

''.

0209''

''.  

  

 

  

)2000393-394(.  



  

 
 

539 

 

  

:  

 ''''

)2013345(

)201566(.

 

 MODULE "

 28 28"MODULE"
   

)2018740(.  

 

)200968(.  

  

 

 

)

2007271-272(.  

  

 

(Algarithm)



  

  
 

540 

 

)

200431(.  

Scrabling 

  --

 

RSA 

Veri Sign)2010193(.  

  

   

 

)200358(.

)200855(.  

NetscapeDigicashPGP
''clipper ship ''



  

 
 

541 

)

2007272-273(.  

   

  ''Algorithme mathématique ''
 (Bensoussan & Le Roux, 1999, p. 18).  

)2013

346(.  

 -

- 

)200577(.  

  

-. 

-  

.  



  

  
 

542 

-

 

-

)2003

57(.  

  

 

 

)200932(.

( )).  

:  

)2008153(.  

   

)2010246(.

)(

).  

  

  



  

 
 

543 

:  

  -

-

  

-:

 

- :

 

-

  

 -

 )

2010187(.

)2000
10(.  

   

)2018
276-277(. 



  

  
 

544 

  

--

)2000393-394(.  

  

DES

)200833(.  

  

56)2008153(. 

  

- 
-)2010

249(. 



  

 
 

545 

)2014258(

 -02/12

-)15/042015(.  

  

)200561(.  

)2010

169(.  

'' '''' ''

  

-

 



  

  
 

546 

)2016
137(.

100%

--

80%-85%90%-95 %

)201572(.  

152001

312003''

 

''.(Moreno, 2002, p. 14).  

48

06100010.000

)832000(.  

    



  

 
 

547 

) (

.( 

:  

.

 )2006

155-156(.

)2013

350(

  

-

 

)200131(.  

-

 



  

  
 

548 

)2009138(.  

-

  

)2009138(.  

  

 

    

  )

200010(.  

  

-

-

)200932(.

-: 

   

 .  



  

 
 

549 

-      

   

  

    

-    :   

       )2018

47(. 

  

  

  

  

 
-

 
-

. 
- 

 
-



  

  
 

550 

 
-

  
-

 
- 
-

 

:  

  

1/:  

-)2008(.  

-)2010( --

01.  

-)2003(01

.  

-)2007(-"''-01

.  

-)2005(  

-)2009(01

.  

-)2018(-

-01.  

-)2016(01 .  

-)2009(.  

-)2019(-

-.  

-)2005(01.  

-)2004(01

.  

-)2008(.  



  

 
 

551 

-)2006(--01

.  

-)2001(.  

-)2014(01

.  

-)2013(

.  

-)2019(01

.  

2/  

---)2009(

.  

---)2005(

.  

3/  

-)2012(

2856.  

-)2018(

1301.  

-)2009(

2401

--.  

-)2007(

11.  

-)2018(

0901.  

-)2009(

0714.  

4/  

-)2000( 

1-3.  



  

  
 

552 

-)2007(

:--

-.  

-)2000(

.  

-)2010(-

.  

-)2010(

-.  

-)2015(--

:

142013

.  

-)2008(

  

-)2010(

-

.  

5/  

-15/0401/02/2015

06102015.  

-8309/08/2000

11/08/2000.  

-05/53129/07/1

3020075584062007.  

  
1/ Ouvrages : 
- Alain Bensoussan, Yves Le Roux, (1999), Cryptologie et Signature électronique, Hermès, 
Paris, France . 
- Dan M. Bowers, (1988), Access control and personal identification systems, Butter worth, 
United States of American. 
2/ Articles :        
-  Moreno (D),  (2002),  Le Droit  Français  et  le  commerce électronique,  JCP-Cahiers  de Droit  
de L’Entreprise, N=04. 


