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Abstract :

This study aims to identify some applications of blockchain technology, Its role and
importance in improving the provision of health and medical services, This is through our
review of the most important areas of use of this technology in general and its applications in
the field of health and medical care in particular, in addition to the expected repercussions
that Blockchain technology can provide to this sector, The study found that the use of
blockchain technology in the provision of health and medical care services, It will make it
possible to enhance the factor of transparency and trust between the parties to the process,
and this technology will also enable to know the source and safety of medicines or not and
work to track their supply chains, In addition to reducing the costs of services in this sector,
this would raise the level of health service provision and development
Key words: Blockchain technology, health and medical services, health records, digital
health.
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STRENGTHS

Cost-efficiency

Speedy Access to Medical Data
Autonomous

Tamper proof information sharing

OPPORTUNITIES

Lower Fraud Risk in Medical Supply Chain
Beneficiaries get more control over the data
Potential for startups and forged partnership

in healthcare
Anonymity of data will help in medicinal

WEAKNESSES

Less number of software and system vendors
Not much scalable

Lack of storage capacity for large amount of
data

) THREATS

Hesitant social adoption of technology
Non-standardization

Cultural and trust concerns to adopt blockchain
for sensitive data

Interoperability issues

research

Source : (Asad Ali Siyal.2019 p13)

b aglall deliall Lead®s g LAY o el msas Blockchain 1.5 of ud dkdnd) GEYL glay Lo
b sk OF oMy sl n WU (Jdly cdny o ) ol gl Bl 3 50 copY s
23l gy BN IS s I e Juined) 3 el (g ) 2kl asla)l Jl Blockchain
S5 ) 2 oL 3 Blockchain plascal (esgee sl Oggadt s g 5535 (UL (555
ot (I 3 UL e ALl e gast g il dll 3l Lemed 3k Y S iy ah A 3y
hlas (Bolo Gb Bl bl et Ol Gl () slbY) oy oJ cell3 e 39dhe gyl 3Ll s Je 3yl
ol 3 Aoz sl (oF L5 el 3l 3 53y el o s oY) UL o s Byl
Mo 3omgy DUl AEE gy M3 ) BLEYL (U5 Olay Gl oM e (L L Gl
& o Loty W) olea N e il olsesY) dee ) (535 Blockchain s Je o)l
Uarl (6350w N pgina) o 50de 055 o) 3y i sl @) el Cgall o o (J L1 cUET o
Aals"a Dy M) arane U3 AV BLEYL L 20 a3 8LV 858 ey eelly Sl oM jsas )
LUl oda 055l 1a o D9y Aoy (0 BLL 2 G

e

=5 o3 Jpmdlly Sl Slmiey Sl 2 T a el igide BSAY Bl SUL SAeUST pasSHLI-
SEY ds gy adlly A3liadly A8 reS andod Llie sas

Laf b bbb 3 hsad) Slhes o i ¥ Olan b opisSil)l Ot Slilisaal g2y suas-
Aeal) Ble )l Sladry Sl S (3 3y Slaly Sltemsll dage (S1ie b puszs

-161 - P-ISSN: 2437-0916 / E-ISSN: 2437-0916/ Legal Deposit N°6970-2015



2023 iilas01 3dall 09 Al s flas ¥ Slyaleald 53ty o) AUzme

G gt piati & G Aol deall Gle )l Sledsty Sl Jb dag M Slaad) Yol pieSeld) ais poii—
Majpshaty Boddhl ped (3 B3 U O ISC8y (gl ol el byt dlade 2l

Aoal Ble )l Slads ety cend ol e Basly (o @B (3 (paaSEl)) 2 oalus—

Slign o0 ke Sytn J) Joogs OF gl Sy il pllas e 231 385 Goled IS 0 oS-
Ll V) Gty Bl Rl Sl e

A odn Gk sl RAN SLSKYly saslll o,dlly piaSehdl i Lbhasal dn 1o gl gl —
ek B pos AN ael) ) pllad e

3 oSyl Bl plisaa) fads D e 30 Jed) e GRl) Jlstly o) dyle ) plad Al 5y 0
Nl I o Sl @din a1 kS clgw 4 Aag ) CMaladl o

o Al il e e B3l oLl slasad J (3 sl Al ol e S3Lina Y 5)s 0
IS iy aghly w3y of ) e 5ud S Adlisll aY) gl s U

Sl gl Jpua 1Sy Uod Olesal (28l Sl oS ddsy s (3 plall plladl oaloy OF -
G kel o o U ASTU gl plisizad J2 (3 ol T n el o Al Ble ) adieg Al
NIRRT

Ll gdly YL-YI—

1. Ekblaw, A., Azaria, A., Halamka, J., & Lippman, A. (2019). . A Case Study for Blockchain in Healthcare:
“MedRec”’prototype for electronic health records and medical research data. , 24 August 2016; Volume
13. Cryptography 2019, 3, 3 15 of 16. In Proceedings of the IEEE Open and Big Data Conference,, 13.
Vienna, Austria.

2. Alhadhrami, Z., Alghfeli, S., Alghfeli, M., Abedlla, J., & Shuaib, K. (2017). Introducing blockchains for
healthcare.,. In Proceedings of the 2017 IEEE International Conference on Electrical and Computing
Technologies and Applications (ICECTA). Ras Al Khaimah, UAE. Retrieved November 21-23, 2017

3.Boulos, M., Wilson, J., & Clauson, K. (2018). Geospatial blockchain: Promises, challenges, and scenarios in
health and healthcare. Int. J. Health Geogr. , 25

4.C. Pirtle 5 <J Ehrenfeld. . .(2018) Blockchain for Healthcare: The Next Generation of Medical Records? J.
Med. Syst..172 «(42)

5.C. Pirtle s <J. Ehrenfeld. .(2018) Blockchain for Healthcare: The Next Generation of Medical Records? J. Med.
Syst.

6.Costa, P. (2018). "supply chain management with blockchain technology",. Porto, (published master
dissertation),, Portugal: university of Porto.

7.Crosby, M. N. (2016). “Blockchain Technology: Beyond Bitcoin.” 2:6-9. Applied Innovation, 2, 6-9.

8.Esposito, C., De Santis, A., Tortora, G., Chang, H., & Choo, K. (2018). Blockchain: A Panacea for
HealthcareCloud-Based Data Security and Privacy? IEEE Cloud Comput., 5, 31-37.

9.Fernandez-Caramés, T., & Fraga-Lamas, P. (2019). A Review on the Use of Blockchain for the Internet of
Things. 2018 6, 32979-33001Cryptography 2019, 3, 3 16 of 16. IEEE Access.

10.Francisco, K. a. (2017). " The Supply Chain Has No Clothes: Technology Adoption of Blockchain for Supply
Chain Transparency, vol.2:2(1-13). logistic, 2(2), 1-13.

- 162 - P-ISSN: 2437-0916 / E-ISSN: 2437-0916/ Legal Deposit N°6970-2015



2023 iilas01 3dall 09 Al s flas ¥ Slyaleald 53ty o) AUzme

11.George, R. P. (2019). "blockchain for business". Journal of investment Compliance, 19(3), 33-38.

12.Gorman, L. (2006). The history of health care costs and health insurance. Wisconsin Policy Res. . Inst. Rep.,
p. 19.

13.Hertig, A. (2018, October 20). Retrieved from Blockchain’s Once-Feared 51 Percent Attack Is Now
Becoming Regular. June 2018. Available online: https://www.coindesk.com/blockchains-feared-51-
attack-now-becoming-regular/.

14 Jabbari, A. a. (2018). "Blockchain and supply chain management",. clcmhe gollage industry council on
material handing education.

15.Kevin.A.C., Breeden, E., Davidson, C., & Mackey, T. (2018). Leveraging Blockchain Technology to
EnhanceSupply Chain Management in Healthcare: An exploration of challenges and opportunities in
the health supply chain. Blockchain Healthc. Today.

16.Kuo, T.-T., Hsu, C.-N., & Ohno-Machado,, L. (2016). ModelChain: Decentralized Privacy-Preserving
Healthcare Predictive Modeling Framework on Private Blockchain Networks. arXiv 2016,
arXiv:1802.01746 .

17.Kuo, T.-T., Kim, H., & Ohno-Machado, L. (2017). Blockchain distributed ledger technologies for biomedical
and healthcare applications. J. Am. Med. Inform. Assoc. 24, 1211-1220.

18.Liao, I. C. (2017, Sept.). A Survey of Blockchain Security Issuesand Challenges. International Journal of
Network Security, 19(05), 653-659.

19.Linn, L. K. (2017). . Blockchain for health data and its potential use in health it and health care related
research. In ONC/NIST Use of Blockchain for Healthcare and Research Workshop; ONC/NIST:
Gaithersburg,MD,.

20.Madureira, A. A. (2018). Proceedings of the Tenth International Conference on Soft Computing and Pattern
Recognitio . from https://www.springer. (pp.248-257).

21.Mandl, K., Markwell, D., MacDonald, R., Szolovits, P., & Kohane, 1. (2001). Public Standards and Patients’
Control:how to keep electronic medical records accessible but private. 2001, , 283-287. BMJ, 322, 283-
287.

22.Mann, S. G. (2018). Blockchain technology for supply chain traceability, transparency and data provenance",
, (22-26). Proceedings of the 2018 international conference on blockchain technology and application,
(pp. 22-26).

23.Markov, A. (2018). Use of Blockchain in Pharmaceutics and Medicine. Available online:. Retrieved
(accessed on 16 October 2018)., from https://miningbitcoinguide.com/technology/blokchejn-v-
meditsine/.

24.Mathis, T. (2018). Blockchain: A Guide to Blockchain, The Technology Behind Bitcoin and Oher
Cryptocurrencies. California: CreateSpace Independent Publishing Platform.

25.Mauri, R. (2017, July ). Blockchain for Fraud Prevention: Industry Use Case.. . Retrieved from Available
online: https://www. ibm.com/blogs/blockchain/2017/07/blockchain-for-fraud-prevention-industry-use-
cases/ (accessed on.

26.McKinlay, J. (2016). Blockchain: Background Challenges and Legal Issues;. London, UK: DLA Piper
Publications.

27.Merkel, V. (2017, November 15). Unlocking The Value of Distributed Ledger Technology (Blockchain) In
Real Estate.

28.Mettler, M. (2018). Blockchain technology in healthcare: The revolution starts here. In Proceedings of the
2016 IEEE 18th International Conference on e-Health Networking, Applications and Services
(Healthcom), Munich,. Germany,.

29.Nakamoto, S. (2008). bitcoin: a peer to peer electronic cash system.https://bitcoin.org/bitcoin.pdf.

- 163 - P-ISSN: 2437-0916 / E-ISSN: 2437-0916/ Legal Deposit N°6970-2015



2023 iilas01 3dall 09 Al s flas ¥ Slyaleald 53ty o) AUzme

30.Nugent, T., Upton, D., & Cimpoesu, M. (2016). Improving data transparency in clinical trials using
blockchain smart contracts . FLOOOResearch, 5, 2541.

31.Pinto, G. D. (2018). (Blockchain-Based PKI for Crowdsourced loT Sensor Information. In A. Madureira, A.
Abraham, N. Gandhi, C. Silva & M. Antunes (Eds.),. Proceedings of the Tenth International
Conference on Soft Computing and Patter Recognition (SoCPaR 2018) (pp.248-257). Springer
International Publishing. Retrieved from https://www.springer.com/gp/book/9783030170646%#.

32.Pirtle, C., & Ehrenfeld, J. (n.d.). Blockchain for Healthcare: The Next Generation of Medical Records? J.
Med. Syst.

33.Pirtle, C., & Ehrenfeld, J. (2018). Blockchain for Healthcare: The Next Generation of Medical Records? J.
Med. Syst.

34.Plotnikov, V, & Valentina Kuznetsova. (2018). The Prospects for the Use of Digital Technology
“Blockchain”in the Pharmaceutical Market. In MATEC Web of Conferences; EDP Sciences, 193.
London, UK,.

35.Singhal, B. D. (2018). Beginning Blockchain: A Beginner’s Guide to Building Blockchain Solutions. New
York: Apress.

36.Swan, M. (2015). Blockchain BLUEPRINT FOR A NEW ECONOMY,
https://www.amazon.com/Blockchain-Blueprint-Economy-Melanie- Swan/dp/1491920491.

37.Taylor, P. (2016, April ). .Applying Blockchain Technology to Medicine Traceability; 2016. Available
online:. Retrieved from https://www.securingindustry.com/pharmaceuticals/applying-blockchain-
technology-to-medicinetraceability/.

38.Xia, Q., Sifah, E., Asamoah, K., Gao, J., Du, X., & Guizani, M. (2017). MeDShare: Trust-less medical data
sharing among cloud service providers via blockchain. pp. 14757-14767.

39.Zheng, Z., Xie, S., Dai, H., Chen, X., & Wang, H. (2017, June 25-30). An overview of blockchain
technology: Architecture, consensus, and future trends. Honolulu, HI., USA.

oS} sl g Usd e gl 55 () 2880 Al 585 ¢( 2017 ) e ShLEN 40

https://www.researchgate.net/publication/327651991_tqnyt_slslt_althgt_alblwkshyn_wtathyratha_fy_gta_altmw
yl_alaslamy_drast_wsfyt.

- 164 - P-ISSN: 2437-0916 / E-ISSN: 2437-0916/ Legal Deposit N°6970-2015



2023 éilas01 sdall 09 ) 7 s ¥ Slolaliy 5oy off Ane

ABEJ-2015

- 165 - P-ISSN: 2437-0916 / E-ISSN: 2437-0916/ Legal Deposit N°6970-2015



