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Abstract:

Electronic transactions face many challenges that slowed its progress,
and the main challenge for this type of transaction could be the security challenge
which consists in the lack of trust and security of customers in the field of
electronic commerce, because there is no guarantee that the sincerity and
seriousness of electronic transactions and their confidentiality, in particular if
These transactions are done between parties that do not know each other and
reside in different regions.

This challenge highlighted the need of a mechanism that promotes
trust and security in electronic transactions on one hand, and maintains its
confidentiality on the other hand; this required the presence of a neutral and
independent third party from. The contractual relationship concluded via
electronic media, confirming the identity of the relationship parties and their
serious will in the contract also proves that the electronic signature is linked to the
person who issued it by issuing an electronic certificate, which serves as a
personal card containing the information necessary for the security and
confidentiality of electronic transactions.

This neutral party is represented in electronic certification bodies that
document electronic transactions, prove their validity and do not subject them to
any distortion, modification or falsification; this strengthens and supports the
trust, security and confidentiality which all constitute the main guarantees for
documentation and improvement of electronic transactions.

Keywords: electronic certification bodies, trust and security, verification,

signed, electronic transactions.
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