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Abstract—This article proposes a new chaotic key 

generator for data encryption and its optimized FPGA 

implementation based on a chaos switching rule 

between Lorenz’s and Lü’s no-linear systems. The 

originality of our approach is that allows a better 

security communication for embedded application 

while provides a good tradeoff between performances 

and hardware resources. Our experimental results 

have demonstrated the feasibility and the efficiency of 

our secure solution on Xilinx FPGA Virtex technology. 

I. INTRODUCTION 

Since recent years, new cryptosystems for secure 
communications have been developed. These 
cryptosystems are based on chaos theory since it was 
shown that these systems can be controlled [1], [2]. 
Then the synchronization between two identical 
chaotic systems corresponding one data encryption 
emission module and one decryption reception 
module was reported [3]. Therefore, we realized that 
the key generator based chaos could be useful in 
secure communication systems because chaos is 
extremely sensitive to the initial conditions and 
parameters [2], [4]. In addition, chaotic signals are 
aperiodic, uncorrelated, broadband, and deterministic 
and appear random in the time domain [4].  

Many methods based on analogue circuits are used 
to implement chaotic generators such as switched 
capacitor or analogue CMOS technology [7], [8]. 
However, these methods exhibit some practical 
difficulties since the component values vary with 
age, temperature, etc. [12], [19]. Therefore, it is very 
difficult to deal with the problem of chaotic 
synchronization. To overcome this problem, a digital 
implementation of chaotic generators can be used. In 
this context, advances in VLSI technology have been 
employed to the manufacturing of reconfigurable 
logic including FPGA chips and helped their rapid 
growth in logic capacity, performance. Recently, 
several behaviors structure of chaotic systems has 
been implemented in FPGA technology. Among 
them, we find Lorenz, Chen and Lü systems [12], 
[19] that can be used for designing of chaotic 
hardware key generation for secure communication 
systems. However, these main chaotic generators are 
easily identifiable by a simple display of their 
attractors. Indeed, they are characterized by specific 
attractors can be used to cryptanalysis. In this 
context, it becomes important to hide or to develop 
mechanisms associated with these generators to 
increase the complexity of cryptanalysis from the  

 

 

 

 

 

 

 

 

 

 

 

 

visualization and identification of the chaotic 
signals used for key generator in a cryptosystems.  

In this paper, we propose novel structural 
hardware architecture for a new chaotic generator 
and its real time implementation using a Virtex 
Xilinx FPGA [9]. The originality of our approach is 
based on a chaotic switching between the two 
Lorenz’s and Lü’s systems. The structural 
architecture of our proposed chaotic generator is 
based on the commutation of the Runge-Kutta 
method (RK-4) to resolve both Lorenz’s and Lü’s 
nonlinear differential equation systems [10]. The 
interest of our solution is to propose a chaotic system 
allowing an unidentifiable key generator by a simple 
analysis of its attractors while proposing optimized 
architecture and hardware implementation given a 
very useful and attractive trade off between high 
speed, low area cost and data security transmission 
for an embedded system. Then, this proposed 
architecture can be used as hard key chaotic 
generator in a self-synchronizing stream cipher 
encryption [11]. Moreover, it can be also used for the 
implementation of new others chaotic systems 
following switching rules adapted from other existing 
chaotic generators such as Chua’s system, Colpitts’ 
system, Rössler’s system and Chen’s system [12], 
[13], [14], [15]. 

This paper is organized as follows. Section II gives 
a short description and characterization of the 
Lorenz’s and Lü’s chaotic models. Section III 
describes the proposed architecture of our new 
chaotic system including the simulation results. The 
hardware implementation results on Virtex-II Xilinx 
FPGA technology and the performance evaluation 
are presented in Section IV. In this section a real time 
measurements demonstrates the feasibility and the 
efficiency of our secure encryption solution are also 
given. Finally, a conclusion and future work are 
given in Section V.  

II. LORENZ’S AND LÜ’S CHAOTIC SYSTEMS 

In the proposed scheme, Lorenz’s and Lü’s chaotic 
systems are employed in key scheming, which are 
modeled by Lorenz’s system [1], [16], which is a 
famous example of chaotic system. It is represented 
by nonlinear equation system 1 and Lü’s system [5], 
[6], [15], [18] which is known as a bridge between 
the Lorenz’s and  
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Fig. 1. Matlab Simulation Results of Lorenz’s Chaotic Signals and 
Attractors in Phase Plane: (x-y) and (y-z). 

Chen’s systems and is represented by nonlinear 
equation system 2. 

-=

-+-=

)-(=

bzxy
dt

dz

yrxxz
dt

dy

xyσ
dt

dx

                                 (1) 

-=

+-=

)-(=

bzxy
dt

dz

cyxz
dt

dy

xya
dt

dx

                                   (2) 

Solutions of these nonlinear equation systems 
depend mainly on the initial conditions specified by 
the initial values of x = x0, y = y0 and z = z0. One 
numerical solution of these systems can be found 
with a fourth order Runge-Kutta method (RK-4) with 
the following value coefficients h = 0.01 and coef = 
1/6 [10]. Indeed, using Matlab simulation tool [17] 
with Lü’s parameters values a = 36, b = 3 and c = 20, 
Lorenz’s parameters values σ = 10, r = 28 and b = 8/3 
with initial conditions x0 = 0, y0 = 5 and z0 = 25, gives 
the corresponding chaotic signals of these two 
chaotic systems. Figures 1 and 2 relate simulation 
results of the chaotic signals x, y, z and the two 
different attractors corresponding to the phase planes 
(x-y) and (y-z) of the Lorenz’s and Lü’s systems, 
respectively. 

III. PROPOSED ARCHITECTURE AND 

MODELIZATION 

A. RTL Architecture 

We propose a new chaotic generator based on a 
chaotic switching between Lorenz’s and Lü’s 
systems. Our proposed architecture consists of the 
implementation of the RK-4 method to resolve 
Lorenz’s and Lü’s nonlinear differential equations 
system as defined by equations 1 and 2 [1], [15], 
[16], [18]. An overview of the proposed Register 

Transfer Level (RTL) architecture for our proposed 
chaotic generator is given in Figure 3. 

 

Fig. 2. Matlab Simulation Results of Lü’s Chaotic Signals and 
Attractors in Phase Plane: (x-y) and (y-z). 

 

 

Fig. 3. RTL Architecture of the Proposed Switching Chaotic 
Generator. 

 

This random key architecture is based both on 
fixed Lorenz’s and Lü’s parameters (see Section 2) 
and consists of the structural feedback of the 
following main blocks:  

• Three functional units’ F1, F2 and F3 realize the 
three equations of the equation system (1). 

• Three functional units’ G1, G2 and G3 realize 
the three equations of the equation system (2). 

These Units are composed simply by an adder, a 
subtractor and multiplier logic arithmetic operators in 
accordance with the set of equations 1 and 2. Our 
data-path processing architecture for our Switching 
random keys generator is also depicted in Figure 3. 

• The signal SW is the chaotic switching select of 
the multiplexer where: SW = x(.), and (.) is one bit 
among 32 bits of the generated chaotic key x. 
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B. Functional Modelization And Simulation 

To test the effectiveness of our solution, we have 
simulated our RTL architecture of the Switching 
chaotic generator with ModelSim simulator tool [19]. 
The results obtained are presented in Figure 4. This 
validation consists to model and describe directly the 
RK-4 method with (VHDL). In this modelization, we 
have adopted the implementation based on a finite 
solution numbers with a fixed point representation of 
the real data on 32 bits (16Q16). It can be seen that 
that the functional hardware simulation results are 
mixed those of the Lorenz and Lü RK-4 numerical 
resolution by using Matlab simulation tool (see 
Section II). 

 

 

Fig. 4. ModelSim Simulation Results of the proposed Switching 
Chaotic Generator. 

IV. REAL TIME HARDWARE IMPLEMENTATION 

AND MEASUREMENTS 

A. FPGA Implementation And Results 

An overview of the architecture for a hardware 
implementation of the proposed Switching chaotic 
system using Virtex-II Xilinx FPGA technology [9] 
is depicted in Figure 5. The architecture system 
consists of three main modules: Control Unit, Lü 
System and Lorenz System sub-modules. The 
Control Unit sub-modules is a Moore state machine 
which manages and schedules the different 
operations and functions of our proposed chaotic 
system. Lorenz System and Lü System sub-modules 
generate the random keys using the RK-4 method as 
described in Section 3 which implements Lorenz’s 
and Lü’s nonlinear equation systems defined par the 
set of equation 1 and 2. A multiplexer controlled by 
the x chaotic signal of the Lorenz System sub-module 
provides the x, y and z chaotic signals of our 
switching generator from the Lorenz System and Lü 
System sub-modules. Once the chaotic signals (x, y 
and z) with 32 bit word length are obtained, they are 
converted to analogue format as a sequence of 18 bits 
using a 18 bits Digital to Analog converter (Codec 
AC’97) and this process is repeated so that real-time 
chaotic signals are obtained at the output of the DAC 
for visualization on an oscilloscope. 

Our RTL description of the proposed architecture 
has been implemented on Xilinx Virtex-II FPGA 
(XC2V1000) [9] using a VHDL structural 
description. ISE 7.2i of Xilinx tools have been used 

for this implementation thus allowing evaluating the 
hardware resource requirements and the associated 
real time constraints. In order to minimize the area 
logic resources of the FPGA, which are due mainly 
to the RK-4 solution method to solve the Lorenz’s 
and Lü’s systems, optimization has been carried out. 
More precisely, we have replaced or approximated 
most of the multiplication and/or division operations 
(which are the mist complex arithmetic operations) 
by the simple left or right shift operations. This has 
led us to minimize the number of the embedded 
multipliers/dividers in the implementation. 

 

Fig. 5. Digital Hardware Architecture of our Switching Chaotic 
System. 

 

The results thus demonstrate that our real time 
switching chaotic generator can be efficiency 
implemented with FPGA technology. It can be stated 
that an attractive tradeoff between high speed and 
low logic resources has been achieved. Indeed, our 
implementation on a Xilinx Virtex- II device uses 
only 1316 CLB-Slices, 41 multipliers and no block 
RAMs. 

 

TABLE I 
IMPLEMENTATION RESULTS OF THE SWITCHING CHAOTIC 

GENERATOR WITH VIRTEX-II-PRO FPGA (2VP30FF896-

7) 
Device utilization summary FPGA: 2vp30ff896-7 

Number of Slices 1316 out of 13696 

Number of MULT 18X18s 41 out of 136 

Maximum Frequency 45.744 MHz 

 

In order to evaluate the behavior of the proposed 
system, it is necessary to use some evaluation 
metrics. The metrics used for the evaluation results 
for this system are the throughput rate and the time 
latency. The throughput rate is defined as the number 
of bits key in a unit of time for a stream encrypted (or 
decrypted). In our case and from the performance 
results (Table I) we have achieved a maximal 
throughput of 0.82 Gbps. This throughput rate is 
computed after the initialization phase. Latency is 
defined as the time necessary to generate a single 
random key after the start of the generator. In our 
case latency corresponds to the number of the 
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pipeline stages. Our optimized implementation of the 
switching chaotic system requires 6 clock cycles to 
generate one random key. Thus, from the operating 
clock frequency, we have obtained a time latency of 
131 ns.  

B. Real Time Measurement Results 

The x, y and z real-time chaotic signal 
measurements of our proposed switching generator, 
obtained by a direct implementation after 
optimization, are given in Figures (6.a), (6.b) and 
(6.c) , respectively. One can compare these real 
results and that obtained using ModelSim (figure 4) 
simulation tool to ascertain whether these results are 
similar. The measured real-time attractors (x−y) and 
(x−z) are presented in figures (6.d) and (6.e), 
respectively. These results clearly confirm that the 
implemented chaotic system work well in the chaotic 
mode. In addition, these measurements show that the 
proposed approach provides a new chaotic generator. 
These results arise from the sample switching 
between Lorenz’s and Lü’s systems. Thus, we clearly 
validate our hardware implementation method and 
our approach for to develop new chaotic generators 
based chaotic switching rules between several 
nonlinear systems. 

 
Fig. 6. Real Time Results of Switching Chaotic Generator: (a, b 

and 
c) x, y and z Chaotic Signals, (d) (x-z) Attractor, (e) (x-y) 

Attractor. 

I. CONCLUSION AND FUTURE WORK 

This paper proposes structural hardware 
architecture of a new random key generator based on 
a chaos switching rule between Lorenz’s and Lü’s 
chaotic systems for stream encryption systems. This 
proposed chaotic generator architecture based on the 
Runge-Kutta method (RK-4) is particularly attractive 
since it provides low-cost security communication 
solutions for embedded systems. Indeed, an 
implementation on a Xilinx Virtex-II technology 

requires only 1316 CLB-Slices, 41 multipliers and no 
block RAMs. Our FPGA implementation achieves a 
throughput rate of 0.82 Gbps at a clock frequency of 
45.744 MHz with a low latency time of 131 ns. 
Ongoing work seeks to further improve the 
performance of the architecture targeting a full 
implementation in a pipelined fashion. 

However, in this case we will increase the latency 
time. In addition, our experimental results show the 
robustness against a cryptanalysis. The real-time 
chaotic signals generated by our switched system are 
unidentifiable as switching between Lorenz’s and 
Lü’s chaotic samples. We clearly demonstrate the 
feasibility for the generation of new chaotic systems 
can be used in an encryption system with low cost 
while increase the security of communications for 
embedded applications. Finally, our new approach is 
very simple, exhibits attractive performances and can 
be used for the implementation of others chaotic 
systems following switching rules adapted from other 
existing chaotic generators such as Chua’s system, 
Colpitts’ system, Rössler’s system and Chen’s 
system. 
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