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RSA Based Encryption/Decryption of Medical Images
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Abstract-The use of computer networks to transmit
medical information is faced to data security
problems. Hence it is necessary to make these data
unreadable and indecipherable during their transfer.
The encryption and decryption of medical images are
performed either by software or hardware. A software
implementation has the advantage of being portable
and low cost but its drawback is the slowness
decryption of a huge volume of data, compared to the
hardware implementation and its inability to protect
private keys. This is the reason that incited us to
software implement the RSA protocol to encrypt and
decrypt medical images.

This software implementation has served as a basis
comparison to the hardware implementation of the
same protocol on an FPGA circuit.

Some strategies have been adopted to make this
software implementation the fastest in order to permit
to the user generating keys, encrypting and decrypting
medical images of different sizes with different keys
sizes in a reasonable time basing on the influence of
the RSA parameters on the delays of the
encryption/decryption operations.

I. INTRODUCTION

Nowadays, digital exchanges of medical images
are frequently used throughout the world in a faction
of a second via the Internet. These data can be read
or modified during their transmission via a non-
controlled channel [1]. Therefore, it becomes very
important to protect this private information against
unauthorized viewers [2] by using cryptography.

Cryptographic techniques can be divided into
symmetric encryption (with a secret key) and
asymmetric encryption (with private and public
keys).

In symmetric cryptosystems, the same key is used
for encryption and decryption which needs to be
secured and must be shared between the emitter and
the receiver.

These cryptosystems are very fast and easy to use.

In asymmetric cryptosystems, two different keys
are necessary: the public and the private keys. With
the receiver’s public key, the sender encrypts the
message and sends it to the receiver who decrypts
the message with his private key.
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The most popular and most widely used
asymmetric or public-key cryptosystem is the RSA
whose security depends on the difficulty of
discovering the private key in a reasonable time but
not on the details of the algorithm [3].

To ensure a maximum security, RSA requires the
manipulation of numbers growing in sizes which
induces a long time decryption. This let the software
implementation of this protocol slow especially
when the data to be encrypted are of big sizes such
as medical images [4].

In this paper, we present a software
implementation allowing the encryption /decryption
of medical images by the RSA protocol. We have
tested our software on medical images of different
sizes by encrypting and decrypting them with
different key sizes, then viewing them to compare
between the original and decrypted images. The
execution delays of the encryption and decryption
operations are computed in order to study the
influence of the RSA parameters on these times.

Some strategies have been adopted in the reading
of images to make this software the fastest in an
adequate time.

The remainder of this paper is organized as
follows. In section II, the recalls on the RSA
protocol are given. Section Ill is devoted to the
presentation of the implementation of the RSA
protocol. Section IV deals with the influence of the
RSA parameters sizes on the execution time of the
encryption/decryption. In Section V, some tests,
using the RSA software developed, were applied to
medical images of different sizes to be encrypted
/decrypted with keys of different sizes. We finish
with a conclusion in section V1.

Il. RECALLS ON THE RSA PROTOCOL

RSA is named according to its inventors Ron Rivest,
Adi Shamir and Adleman Leonard [5].

It is the most used public key algorithm. It is based
on two mathematical principles: factoring large
integers and congruence arithmetic. The challenge to
factorize an integer large number in two prime
numbers makes this cryptosystem secure [6].
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Actually, keys of 1024 bits to 2048 bits are
commonly used [7].

In the RSA, the public key contains the modulus n
which is a large integer number, a product of two
prime numbers p and g, whose bit length is the key
size. If these numbers are detected then the private
key can be detected and the RSA protocol is broken.
We denote @ (n) the Euler function of n with:

®(n)= (p-1) x (g-1).

The public and private keys are two numbers e and d
associated with n.
e is first generated randomly from 2 to ®(n) while
being prime with ®(n).
The pair (n,e) is the public key Then d is calculated
such as:

d =etmod @(n).

The extended Euclidean algorithm can calculate this
inverse instantly, even with very large numbers. The
pair (n, d) is the private key.

The use of keys in the encryption /decryption is as
follows:

The message M must be smaller than the modulus n,
otherwise it must be cut.

It is encrypted with the public key (n, e) by
computing the modular exponentiation (M® modulo
n) to obtain the encrypted message C = M® mod (n).

For decryption, we need the secret key (n, d), by
computing once again the modular exponentiation to
recover the original message M=CY modulo n.

C!modn=(M®modn=Mmodn=M

, since exd mod ®(n)=1

I11. SOFTWARE IMPLEMENTATION OF THERSA

The software implementation of the RSA protocol
was developed for encryption/decryption of medical
images using MATLAB 7.0 and Maple 9 tools. It is
divided into three steps:

1. Generation of public/private keys (n,e)/(n,d).

It is done by generating two random numbers p
and g of N/2 bits, where N is the size in bits of the
modulus n, with the Maple functions "Random" and
"NextPrime" by computing:

n=pxq and ®(n)=(p-1)%(q-1).

Then use a random generator to give a number e
verifying the following two conditions:
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¢ must be less than 64-bits to speed-up the image
encryption.
* ¢ must be prime with ®(n).

Finally, a number d is calculated such that:
exd =1 mod ®(n)

2. Encryption of the image using the public key.

The encryption is divided into three parts which are:

1. Reading the BMP file of the image to attain its
pixels in a matrix which are concatenated into a
long message of numeric data.

2. Splitting this message into several ones M;
whose sizes are smaller than the modulus size.

3. Encryption of these messages one by one to
form the list of encrypted messages Ci= M;®
mod (n), which are converted again to pixels
then to BMP image in order to view the
encrypted image.

3. Decryption of the image using the private key.
It consists in:

1. Reading the BMP file of the encrypted image
to attain its pixels values in a matrix which are
concatenated in a long message of numeric
data.

2. Splitting this message into several ones C;
whose sizes are smaller than the modulus size.

3. Decryption of these messages one by one to
obtain the original messages Mi=Ci® mod (n),
which are converted to pixels then to a BMP
file to recover the decrypted image.

IVV. | NFLUENCE OF THE RSA PARAMETERS

To show the influence of each RSA parameter on the
remaining of its parameters and on the
encryption/decryption time [8], two questions arise:

1. How long did it take to generate keys of
hundreds of bits?

2. How long did it take to encrypt /decrypt or
how long did it take to compute modular
exponentiation of numbers of several hundred
digits?

To answer to the first question, we need to

generate large prime numbers very quickly. We
must then calculate the PGCD [9].
The answer to the second question is also the rapid
execution of the encryption/decryption of the RSA.
It is necessary to calculate powers whose exponents
are very large numbers of several hundreds or even
thousands of bits with a fast exponentiation
algorithm [10].
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Its principle is to compute successive squaring
noting that:

M % = (M k)Z and M %+l = MX(M k)Z

For example to compute M%, where 37=1+4+32,
so M is divided into:

M 37=M xM *xM 2 =Mx(M?)2 x((((M 2) )2) %)

In MAPLE, the operator "&”"" uses the fast
modular exponentiation algorithm. It was used for
the calculation of the encryption/decryption
operations of our software implementation of the
RSA.

Table 1 shows the running time of generating the
public and private keys and the delays of encrypting

TABLE 1
ENCRYPTION/DECRYPTION DELAYS OF MEDICAL IMAGES FOR DIFFERENT SIZES OF THE MODULUS

Image of 512x512 pixels
I\/(Ig;jtg)lus Gerﬁerﬁion Image Encryption Image Decryption
(sec) Image to Encryption Messages to Image to Decryption |Messages to
messages (Sec) (sec) image (sec) messages (Sec) (sec) image (sec)
2048 3.993 138.34 1.373 58.687 158.763 187.202 89,404
1024 0.094 130.821 0.969 59.108 152.619 59.436 89.836
512 0.041 127.874 0.780 60.466 150.791 22.043 91.979
Image of 256x256 pixels
Modulus Keys _ _
(bits)  |Generation Image Encryption Image Decryption
(sec) Image to Encryption | Messages to Image to Decryption |Messages to
messages (sec) (sec) image (sec) messages (sec) (sec) image (sec)
2048 3.869 23.746 0.328 11.652 25.007 47.143 18.112
1024 0.140 23.509 0.249 11.935 24.383 15.445 18.752
512 0.062 23.386 0.171 12.261 23.602 5.772 18.798
Image of 128x128 pixels
Modulus Keys - -
(bits) | Generation Image Encryption Image Decryption
(sec) Image to Encryption Messages to  nage to messages| Decryption |Messages to
messages (sec) (sec) image (sec) (sec) (sec) image (sec)
2048 3.885 4.430 0.141 5.663 11.139 23.947 2.870
1024 0.156 4.509 0.094 5.742 4.727 3.822 3.260
512 0.078 4.695 0.031 5.992 2.574 1.497 3.509

and decrypting medical images of different sizes
with different sizes of the modulus

These calculations were made with Maple by the
function time(.) on a computer based Intel Centrino
Duo 1.73 GHz with a DDR2 memory of 1 G-byte.

We noted that the keys generation delay is very fast
and depends on the sizes in bits of both the modulus
and the medical images.

The encryption delays are also fast because they
depend on the size of the public key e, which is
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Fig. 1. Execution delays of images decryption for different
sizes in bits of the modulus n.

V. RSA ENCRYPTION/DECRYPTION OF MEDICAL
IMAGES

We have tested our software on 256 gray levels
medical images concerning their
encryption/decryption with different keys sizes.

Each pixel is represented by 8 bits and it is
possible to define 28 values of pixels intensity
varying from 0 (black) to 255 (white) and the
intermediate values represent the gray levels.

The encryption of the image requires reading it pixel
by pixel. Then convert the values of these pixels to
binary which have been concatenated into a long
message. This latter has been cut in messages or
blocs of data whose sizes are smaller than the
modulus size n.

Our encryption/decryption programs were developed
with Maple. The RSA protocol applied to blocks of
data requires the reading of the BMP files of medical
images which was done by MATLAB to obtain the
numerical data of pixels.

1. Image encryption

Images were converted from BMP format to attain
their pixel values in a matrix then to a list of
messages M. The values of the pixels given in
decimal must been verified if they are represented
on eight bits. If not, they need adding zeros to the
most significant values in order to be represented by
8 bits in the binary form.

Once being sure that pixels are represented in binary
with 8 bits, we need to concatenate all the values in
a large message, and then divide it in blocks of data
smaller than the size of the modulus. These blocks
of matrix of pixels to create the encrypted image to
be viewed by MATLAB.
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From the original medical image, represented on
Figure 2.a, we applied the RSA encryption with a
key length of 1024 bits to obtain the encrypted
image showed on Figure 2.b.

@ (b)

Fig. 2: a) An original image and its encrypted Image (b) with
RSA, with a key of 1024 bits,

2. Image Decryption

To decrypt the image, we still need to read the BMP
file of the encrypted image to convert it in a matrix
of pixels. The values of pixels are then transformed
to binary with 8 bits then to a large encrypted
message of data which must be cut in messages C;
smaller than the modulus. Hence these messages are
decrypted one by one to finally reconstruct the pixel
matrix of the decrypted image which can be viewed.

After decryption, we can see that the decrypted
image, shown on figure 3.b, is identical to the
original image shown in 3.a.

There is indeed a small difference of at most one
pixel between the two images.

(b)

(a)
Fig.3: a) Original image, b) Decrypted Image based on RSA,
with a key of 1024 bits,

This difference is located on the first column of the
image and has been programmed during the reading
and the visualization of the image.

Figure 4 shows the zooming of the red parties in the
original and in the decrypted images.
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(a)
Fig. 4. a) Original image, b) RSA decrypted Image with a key of
1024 bits,

(b)

We remark, on Figure 4(b), that the first column is
black while the first column of Figure 4(a) is gray
sometimes white. A block of 8 bits has not been
encrypted and has been taken as zero (black) in the
decryption process.

This difference is due to the size of data blocks
chosen inferior to the number of pixels in the matrix
line of the image in order to reduce delays of the
encryption/decryption operations of the image.

Table 2, summarizes the number of bits altered in
each column of the images of different sizes
decrypted with different keys sizes.

TABLE 2
NUMBER OF ALTERED BITS IN THE DECRYPTED IMAGE

Images Modulus sizes in bits
SIZes 2048 1024 512
(pixels)
512 x 512 2 bits 4 bits 8 bits
256 x256 1 bit 2 bits 4 bits
128 x128 0 bits 1 bit 2 bits

VI. CONCLUSION

In this paper, we have presented a software
implementation for encryption / decryption of
medical images by the RSA protocol. This
implementation has a graphical interface that allows
us to generate keys of 128 to 2048 bits and
encrypt/decrypt medical images with sizes ranging
from (128x128) pixels to (512x512) pixels while
viewing them after the encryption or decryption.
We studied the influence of the RSA parameters and
the image size on the delays of
encryption/decryption operations.

As the generation keys and the encryption processes
are fast, we have adopted some strategies to speed
up the delay of the decryption operation.

However, this software implementation of the RSA
protocol remains slow because the medical images
are large and the sizes of the keys are in the range of
(1024-2048) bits and tend to increase in the future.
Therefore, it requires an improvement that was
oriented towards a hardware solution [11], [12]
which is the only way to optimize the
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encryption/decryption delays of medical images in
one part and to ensure greater security in the other
part.
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