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Abstract :

The Algerian legislator has established the long-awaited national criminal pole to fight offenses
linked to information and communication technologies. The new judicial body has jurisdiction,
both over offenses against automated data processing systems and ordinary offenses committed or
the commission of which is facilitated by the use of Information and Communication
Technologies. Owing to a possible jurisdictional overlap between the new judicial body and other
criminal judicial bodies, the Algerian legislator has conferred on the former, on the one hand, an
exclusive jurisdiction over some cybercrime offenses and on the other hand, a concurrent
jurisdiction with that resulting from the application of the articles 37, 40 and 329 of the code of
criminal procedure.
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Introduction:
The criminal law is now dealing with a new space, namely cyberspace, in which

the growing international scourge of cybercrime develops. The latter constitute a
greatest threat, not only to the individuals or institutions but also to the security and
stability of the state; it is considered “the third greatest threat to the great powers, after
chemical, bacteriologic and nuclear arms™.

Being conscious of this reality and the increasing openness of Algeria’s society
to the information and communication technologies the Algerian legislator, although
late compared with the other Arab countries, have legislated, for the first time, on the
cybercrime in 2004. Indeed, under the Act No. 04-15 of 10 November 20042, the
legislator supplemented the penal code through a new section entitled “attacks on data
automated processing systems’ which include the article 394 bis to article 394 bis 7.

However, since these amendments cover only the offenses against the computer
systems either interconnected or not with a telecommunications network and not cover
all the cybercrime forms, the Algerian legislator has issued the Act No. 09-04 of 5
august 20092 in which the cybercrime scope, under the umbrella of “Offenses Linked
to Information and Communication Technologies”, has been expanded to include any
offense committed or facilitated through either computer system or electronic
communication system?.

Furthermore, in consideration of the fact that the Algerian legislator has adopted a
policy of specialized criminal jurisdictions to deal with the dangerousness and
complexity of certain offenses®, such as terrorism offenses, transnational organized
offense and corruption offenses, they established The National Criminal pole to combat
Offenses Linked to Information and Communication Technologies (Hereafter referred
to as the national criminal pole) which are of equal importance to the aforementioned
offenses. As long as this judicial body is the latest one created by the Algerian
legislator, the question arises about its legal framework.
Accordingly, this research paper aims to study the context in which the National
Criminal pole is created (SECTION 1), the offenses over which it has jurisdiction
(section I1) and its relations with other criminal jurisdictions (section I11).
1 - The National Criminal Pole as the Culmination of Panoply of Measures
Adopted to Combat Cybercrime

Since the inception of its counter-cybercrime effort, the Algerian legislator has
established various measures for efficacious fight against the cybercrime phenomena
through the institutional measures (A), the preventive and investigative measures (B)
and finally the creation of the national criminal pole (C).
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1 —1 The Institutional Measures for Combating Cybercrime

The institutional measures consisting of the courts with extended territorial
jurisdiction (1) and the national organ for the prevention and fight against Offenses
Linked to Information and Communication Technologies (Hereafter Organ) (2).

1 -1 -1 The Courts with Extended Territorial Jurisdiction as Judicial tool to
Combat Cybercrime

Having regard to the specificity of certain offenses, including cybercrime offenses,
money laundering, terrorist offenses and transnational organized offense, the Algerian
legislator has inserted, under the Act No. 04-14°, new provisions to article 37, 40 and
329 of the code of criminal procedure according to which it allowed to extend, on
regulatory basis, the territorial jurisdiction of the public prosecutors, the investigating
judges and the trial judges of some courts of first instance to include the judicial district
of other courts. On this basis, the territorial jurisdiction of the court of Sidi M’Hamed,
the court of Constantine, the court of Ouargla and the court of Oran has been
expended’.

It is worth noting that the offenses committed against computer systems,
interconnected or not, within the meaning of articles 394 bis et seq. of the penal code,
are the only offenses that fall within the jurisdiction of the courts with extended
territorial jurisdiction, that is to say that ordinary criminal offenses committed by
means of information and communication technologies fall under the jurisdictional
scope of the ordinary courts like other ordinary offenses.

Notwithstanding the application of the ordinary procedural rules regarding the
criminal proceedings, judicial investigation and the trial before the courts with
extended territorial jurisdiction, there is a special procedural process to which the
offenses against the automated processing data systems are subjected. Indeed, when
the judicial police officers proceed with a preliminary investigation in respect with the
aforementioned offenses, they shall notify the public prosecutor territorially competent
immediately and transmit to him, or her, the original and two copies of the investigation
procedure. The second copy is transmitted, without delay, by the above-named public
prosecutor to the public prosecutor within the court with extended territorial
jurisdiction concerned®. If the latter considers that the relevant offense falls under the
meaning of the offenses against the automated processing data systems he or she
claims, on the advice of the general attorney within the court of appeal concerned, the
proceedings immediately®.

Except for the phase of the trial and upon the opinion of the general attorney within
the appellate court concerned, the aforementioned public prosecutor may claim the file
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of the proceedings at any other phase of the criminal proceedings, i.e., the preliminary
investigation, the prosecution and the judicial investigation®.

At any rate, until the decision on the arrest and pretrial detention orders, already
issued by the investigating judge within the ordinary court concerned, has been taken
by the court with extended territorial jurisdiction concerned and subject to the provision
of the articles 123 et seq of the Algeria’s code of criminal procedure, the decision for
the relinquishment of the file of the proceedings taken by the former in favor of the
later does not affect the enforceability of these orders™:,

1 — 1 — 2 The National Organ for the Prevention and Fight Against Offenses
Linked to Information and Communication Technologies

For the purposes of leading and coordinating operations for the prevention and fight
of information and communication technologies-related offenses; assisting judicial
authorities and judicial police services with regard to the investigations carried out by
them; and strengthening international cooperation to identify and localize the authors
of the aforementioned offenses, a new national body specialized in preventing and
combating information and communication technologies-related offenses, under the
name of National Organ for the Prevention and Fight Against Offenses Linked to
Information and Communication Technologies, is created in accordance with article
13 of the Act No. 09-04'2 as an independent administrative authority under the
president of the republic with legal personality and financial independence®®,

In order to ensure its functioning, the new organ receives services of seconded public
officers, namely magistrates, authorized judicial police officers and agents of military
security services, gendarmerie, and the national police the number of which is
determined jointly by the minister of national defense, minister of the interior, and the
secretary-general of the presidency of the republic, and technical and administrative
support staff of military security services, gendarmerie, and the national police!4. The
organ may also recruit other staff categories, according to need. Before their
installation the organ’s staff members that called to access to confidential information
take an oath within the terms referred to in article 22 of the Presidential Decree No. 21-
439", on the one hand, on the other hand, They are subject to the obligation to maintain
professional secrecy?®.

Within the framework of cooperation, the organ may request any necessary
document or information for the performance of the tasks entrusted to it from anybody,
institution and department®’.

1 — 2 The Preventive and Investigative Measures to Combat Cybercrime

Owing to the peculiarity of the electronic offenses, it was necessary to adopt
measures more
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suitable for the prevention, investigation and prosecution of these offenses.
Accordingly, the Algerian legislator has allowed using electronic surveillance (1),
search computer systems and seizure data stored within them (2), and imposed
obligations on service providers (3).

1 -2 -1 The Electronic Surveillance as a Necessary and Exceptional Measure

Although the Algerian legislator has not defined the electronic surveillance, they
have determined the meaning of the electronic communications as the subject of such
surveillance by defining it as “any transmission, emission or reception of signs, signals,
writing, images, and sounds or intelligence of any nature by any electronic means™8,
on the one hand, on the other hand, they provided other elements of the this kind of
surveillance consisting of the outcome of the latter, namely gathering and recording in
real time the contents of the electronic communications, and the use of the technical
devices for implementing it*°.

Consequently, we can define the electronic surveillance as the acquisition by
surreptitious use of electronic devices of the contents of any electronic communications
carried over both wired and wireless systems?°, “thus suggesting that the surveillance. ..
includes more than simply intercepting the verbal contents of some communication”?.
It includes, i.e., bugging??, which means “the interception of oral communication by
concealed microphones”?, “videotaping, geolocation tracking such as via RFID, GPS,
or cell-site data; data mining, social media mapping, and the monitoring of data and
traffic on the Internet”?*,

In order to strike a balance between the confidentiality requirements of the
correspondences and communications; the protection of public order and the needs of
ongoing preliminary investigations and judicial investigations, the electronic
surveillance has been subjected to a legal framework the rules of which are stemmed
from the code of criminal procedure and more especially the Act No. 09-04. According
to the latter the surveillance falls into two categories: preventive and investigative
electronic surveillance.

The electronic surveillance may be carried out either preventively when there is
information on a probable attack against computer systems, which present threat to the
public order, national defense, state institutions or national economic or for the
purposes of the detection of possible terrorist and subversive offenses, or offenses
against the state security®®. For the needs of the preliminary and judicial investigation
relevant to any other offenses related to information and communication technologies
the surveillance can also be performed, provided that there is difficult to reach a result
in respect with ongoing investigations without using the electronic surveillance?.
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Moreover, it is allowed to use the latter in the framework of the execution of
international mutual legal assistance requests?’.

For the purposes of the judicial review of the electronic surveillance operations, the
judicial police officers only use such operations upon written authorization, which
include all the items allowing to identify the communications and the places in
question, the offenses concerned and the duration of the operation, issued either by
the public prosecutor territorially competent during the preliminary investigation or the
investigating judge when a judicial investigation is opened?®, for up to 4 months
renewable according to the needs of the preliminary or judicial investigation and under
the same conditions?°.

However, when the electronic surveillance takes aim at terrorist and subversive
offenses or offenses against the state security, the authorization relating thereto is
issued by the general attorney within the Algiers court of appeal to the judicial police
officers belonging to the organ for 6 months renewable on the basis of a report
specifying the nature of the used technical process and its objectives. Subject to the
penalties provided by the Algeria’s penal code with regard to the offenses against the
privacy of others, this technical process must be aimed only at gathering and recording
data in relation to the prevention of terrorist acts and attack against the state security°.
1 -2 -2 Electronic Search and Seizure

The systematization of the use of the digital tools has leaded to the inclusion by all
subjects of law of considerable personal data in digital files, which are materially stored
in various electronic devices®! such as flash drives, hard disk drives and optical disks
or remote storage servers, which may be located in the same place as one’s premises,
another place in national territory or another country®2. Consequently, it is very
important for the investigator in accessing to the computer from which he or she can
read the relevant document because the access to the storage server premises do not
allow him or her to read the data content. Hence, the access to the data storage systems
constitutes an essential phase in the criminal investigation®® regarding computer-
related offenses.

Being conscious of this reality, the Algerian legislator allows, in accordance with
the code of criminal procedure and in the cases provided for in the article 4 of the Act
No. 09-04, both the competent judicial authorities, such as the investigating judge and
the judicial police officers to access, for the purposes of search, to a computer systems
or part of them, as well as the computer data stored on them and a computer storage
systems34. It appears that the electronic search takes aim not only at data stored in the
computer systems based in the places where the search is carried out but also at data
stored in a remote computer system? situated outside the premises to be searched, but
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on the national territory®®, provided that these data are accessible from the initial system
that may be the former or the system based in judicial police premises.

However, such legal extension of the search warrant scope is confined to the
prevention from the terrorist and subversive acts and offenses against the state security
as a case referred to in article 4 of the Act No. 09-04. The paragraph 2 of the article 5
of the latter specified that when there are reasons to believe that the data sought are
stored in the remote system and is accessible to it through the initial system, the search
may be extended quickly to the remote system or a part of it once the competent judicial
authority has been informed.

Moreover, when it previously found®’ that the data sought, accessible through the
initial computer system, are stored in another system situated overseas, they are
collected by the competent judicial authorities or the judicial police officers with the
support of the competent foreign authorities in conformity with the relevant
international agreements and the reciprocity principle3®,

Subject to the integrity of the data, when the authority carrying out the electronic
search discovers a stored data, which are useful for investigative purposes, it copies
these data as well as those that are necessary for understanding their to a computer-
data storage medium which can be seized and sealed under the conditions laid down in
the Algeria’s code of criminal procedure®. Nonetheless, if the aforementioned
authority is, for technical reasons, unable to proceed with the seizure under the above
mentioned proceedings, it must use adequate techniques for the ban on access either to
the data stored in the computer system or the copies of them that are available to the
users of this system“°.

1 -2 -3 Obligations of the Service Providers

The service providers, which is defined as any public or private entity that provides
to users of its service the ability to communicate by means of a computer system and/or
telecommunication system; and any other entity that processes or stores computer data
on behalf of such communication service or users of such service*!, commits to provide
assistance to the authorities charged with judicial inquiry for collection and recording
of the data in real-time associated with the communication contents*2,

Furthermore, the service providers make available to such authorities the traffic
data®® about which they are required to preserve for one year from the recording date.
These data consist of the users’ information, communication’s origin, destination,
route, time, date, size, duration or type of underlying service, the data related to
terminal equipments of the used communications and the data concerning the required
or used additional services and their providers*.
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In addition to the above-mentioned obligations, the internet service providers are
required to intervene, without delay, for removing the data to which they permit the
access and storing or making them inaccessible, as soon as they were, directly or
indirectly, aware of a violation of law; and to set up technical measures limiting
accessibility to distributors containing information contrary to the public order or
morality and inform subscribers*,

1-2 -4 The Creation of the National Criminal Pole

In accordance with paragraph 1 of the article 211 bis 22 of the Algeria’s code of
criminal procedure, thus amended pursuant to ordinance No. 21-11 issued on august
25, 20014, a national criminal pole has been established within the tribunal sitting at
the chief tower of Algiers court of appeal, charged with the prosecution and judicial
investigation of the offenses linked to information and communication technologies
and the related-offenses. It has also jurisdiction to try of such offenses when they
constitute misdemeanors®.

Put another way, when the investigating judge at national criminal pole considers
that the offense concerned constitutes a felony, he or she issued an order to forward
forthwith the proceedings file and exhibits, through the public prosecutor, to the
general attorney within the Algiers court of appeal®®, who subject the case attached
with his or her requests to the indictment pole*. When this pole considers that the
conduct constitutes an offense qualified by the law as a misdemeanor it refers the
accused to the national criminal pole®, but if the conduct constitutes a felony the
accused is referred to the criminal tribunal of first instance at the level of the Algiers
court of appeal®™.

Owing to the national character of the new judicial body, the scope of the
territorial jurisdiction of the public prosecutor, the investigating judge and the president
within this body includes the entire national territory®?; otherwise, these judges have a
statewide jurisdiction. The general attorney within the Algiers court of appeal exercises
hierarchical authority over the public prosecutor when he or she performs his or her
prosecution powers provided by the code of criminal procedure in matters falling
within his or her jurisdiction. As regards the investigating judge and the president of
the national criminal pole, they are administratively subject to the Algiers court of
appeal authority®3.

2 - The National Criminal Pole Subject-Matter Jurisdiction

Although the offenses linked to information and communications technologies
include the attacks on automated data processing systems and ordinary offenses
committed by means of information and communication technologies®*, the paragraph
3 of the article 211 bis 22 of the Algeria’s code of criminal procedure limits the
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jurisdiction ratione materiae of the national criminal pole to this latter category of
offenses. Indeed, this paragraph defines the offenses linked to information and
communications technologies as “any offenses committed or the commission of which
Is facilitated by the use of a computer system or an electronic communication system
or by any other means or process related to information and communication
technologies”.

In consideration of the fact that article 211 bis 24 of the code of criminal procedure
refers to the offenses against automated data processing systems related to
administrations and public institutions as offenses falling within the national criminal
pole exclusive jurisdiction, we consider nevertheless that the Algerian legislator has
unintentionally omitted to refer to the attacks on automated data processing systems in
above-mentioned paragraph 3.

Hence, the jurisdiction ratione materiae of the national criminal pole includes both
the offenses against automated data processing systems (A) and ordinary offenses
committed by means of information and communications technologies (B).

2 — 1 Offenses Against Automated Data Processing Systems
In accordance with the amendment of the Algeria’s penal code in 2004, the attacks
on automated data processing systems are criminalized as follows:
2 — 1 — 1 Offense of lllegal Access

Unauthorized access to the computer system constitutes the basic offense of
dangerous attacks against the confidentiality, integrity and availability of computer
systems and data. The mere illegal intrusion in the form of hacking, cracking or
computer trespass may give access to secrets and confidential data, inter alia,
passwords and information regarding the targeted system, to the use of the system
concerned without payment or even encourage hackers to commit more dangerous
forms of cybercrime offenses, such as computer-related fraud and forgery®®.

Accordingly, the Algeria’s code penal criminalizes the act of fraudulently
accessing or staying in the whole or any part of an automated processing data system,
I.e., hardware, components, stored data of the system installed, directories, traffic and
content-related data®’ or attempting to commit these acts and establishes penalties of 3
months to 1 year imprisonment and a fine of DA 50,000 to DA 100,000, It also
criminalizes interference with computer data and system by providing that the penalty
shall doubled when the aforementioned acts has resulted in the deletion or alteration of
the computer data and by establishing penalties of 6 months to 2 years’ imprisonment
and a fine of DA 50,000 to DA 150,000 when such acts has led to the sabotage of the
computer system functioning®.
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2 — 1 -2 Offense Against the Integrity of Data Processed Automatically

In order to protect the integrity of data contained in the computer systems, Algeria’s
penal code criminalizes any fraudulent input, alteration or deletion of computer data,
regardless of whether or not such acts resulting in computer-related forgery or fraud,
and establishes a penalty of 6 months to 3 years’ imprisonment and a fine of DA
500,000 to DA 2,000,000%.

2 — 1 — 3 Dealing with Illegal Data

As the commission of the offenses referred to in articles 394 bis and 394 bis 1 of the
Algeria’s penal code generally requires the perpetrators to have the means of access
and other tools, there is a strong need to obtain them by the perpetrators, which may
then result in the appearance of “a kind of black market in their production and
distribution”®*, Hence, the criminal legal texts should criminalize unlawfully making
available devices and data for the commission of these offenses®. In this regard the
article 394 bis 2 of Algeria’s penal code provides that any person who intentionally
and fraudulently designs, searches, gathers, makes available, distributes or markets
data stored, processed or transmitted by a computer system, and through which the
above-mentioned offenses may be committed, is liable to imprisonment for a term of
between 2 months and 3 years and to a fine of DA 1,000,000 to DA 5,000,000.

Moreover, the article 394 bis extends the criminalization to include the possession,
disclosure or the use for any purpose of data obtained from the above-mentioned
offenses and establishes the above-described penalties.

2 — 2 Offenses Against Automated Data Processing Systems

The second list of offenses that fall within the subject-matter jurisdiction of the
national criminal pole consists of ordinary offenses that already existing before the
arrival of the internet, but the latter has provided an environment conductive to their
perpetuation and development. In this regard, the existing child pornography is the
most notable example of the ordinary offenses that have gathered momentum through
the evolution of the internet®,

The definition of the ordinary offenses must sufficiently be broad to cover the
situations involving computer systems or network and therefore when the definition
does not already include such situations, there is necessary to amend it or enact new
offenses®. Accordingly, some ordinary offenses in the Algerian law may be committed
by the use of computer systems or network. In this respect, the Algeria’s code of
criminal procedure qualifies certain ordinary offenses as offenses linked to information
and communications technologies, i.e., the offenses against state security and national
defense such as terrorism offenses, the offenses related to the dissemination and
propagation within the public of false information likely to disturb the public security
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and peace or stability of society, the organized or transnational offenses related to the
dissemination and propagation of slanderous information affecting the public order and
security, the offenses related to trafficking in persons or human organs or smuggling
of migrants and the offenses related to discrimination and hate speech®.

It is important to note that the jurisdiction ratione materiae of the national criminal
pole may include not only the computer-related offenses and offenses against
automated data processing systems of less complexity but also the highly complex
ones. In order to determine what the criterion “highly complex” implies, the Algeria’s
code of criminal procedure has established several elements that require the use of
special investigative techniques, specialized expertise or the recourse to international
judicial cooperation. Having regard to article 211 bis 25 of the code of criminal
procedure, these elements are as follows®®:

2 — 2 — 1 Element of Multiplicity: it means that the Offenses Linked to Information
and Communications Technologies have been the product of a criminal participation
either because of the multiplicity of offenders or accomplices. It means also that such
offenses have caused harm to more than one person.

2 — 2 — 2 Geographic Element: it means that the Offenses Linked to Information and
Communications Technologies have been committed on a large scale of the national
territory or involve more than one country in their planning, execution or impact; In
that case, such offenses may be qualified as “transnational offenses”.

2 — 2 - 3 Element of Dangerousness: assessment must be focused here on the gravity
of the consequences that result from the commission of Offenses Linked to Information
and Communications Technologies.

2 — 2 - 4 Element related to the Organized Character of the Offenses: it means that
the Offenses Linked to Information and Communications Technologies, which are
punishable by at least four years or a more serious penalty, have been committed by
“structured group of three or more persons, existing for a period time and acting in
concert with the aim of committing” these offenses, “in order to obtain, directly or
indirectly, a financial or other material benefit”®”. When the offenses have a
transnational character and involve organized criminal group, they may be qualified as
“transnational organized offenses”.

2 — 2 - 5 Element related to Public Order and Peace: it means that the Offenses
Linked to Information and Communications Technologies have prejudiced to public
order and peace.
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3 - The Jurisdictional Relationship Between the National Criminal Pole and Other
Criminal Judicial Bodies

Owing to the possible overlap between the jurisdiction of the national criminal pole
jurisdiction and that of other criminal judicial bodies, the Algerian legislator has
divided the jurisdiction between them by adopting two jurisdictional concepts that
consist of exclusive jurisdiction (A) and concurrent jurisdiction (B).
3 —1 The National Criminal Pole’s Exclusive Jurisdiction

Subject to paragraph 2 of the article 211 bis 22 of the Algeria’s code of criminal
procedure, which allows the national criminal pole not only to prosecute and judicially
investigate the cybercrime offenses that constitute misdemeanors but also to try them,
the public prosecutor, investigating judge and the president of the national criminal
pole have exclusive jurisdiction to prosecute, judicially investigate and try a list of
cybercrime offenses, such as offenses against the automated processing data systems
related to public administration and institution, and related offenses . Furthermore,
such bodies are granted exclusive jurisdiction to prosecute and judicially investigate
the cybercrime offenses of high complexity within the meaning of article 211 bis 25 of
the Algerian code of criminal procedure®®, and even try them when they constitute
misdemeanors.

Acting in the framework of the offenses falling within the national criminal pole
exclusive jurisdiction, the judicial police officers transmit information reports and
investigation proceedings directly to the public prosecutor within the national criminal
pole and hence directly receive instructions from the latter, but when a judicial
investigation is opened the judicial police officers directly receive letters rogatory from
the investigating judge within the national criminal pole™.

When the public prosecutor within the national criminal pole considers that the
acts referred to him or her in accordance with the proceedings described above do not
fall within his or her jurisdictional scope, he or she issues a relinquishment decision in
favor of the public prosecutor who is territorially competent’. When the investigating
judge hearing the case considers that he or she has not jurisdiction, he or she declares,
either of his or her own motion upon the opinion of the public prosecutor or at the
request of the latter, that he or she lacks jurisdiction. As soon as the investigating
judge’s order becomes final, the file of the proceedings is transmitted by the public
prosecutor within the national criminal pole to that who is territorially competent.
However, the arrest warrants and the remand in custody orders continue to be
enforceable.

In addition, the prosecution and judicial investigation proceedings as well as the
formalities taken prior to the issuance of an order declaring the investigating judge
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incompetent continue to produce their legal effects and may not be renewed’?. Such
proceedings include, for example, the request of the public prosecutor to open a judicial
investigation in accordance with article 67 of the Algeria’s code of criminal procedure,
a complaint accompanied by the lodging of an application for criminal indemnification
pursuant to article 72 and all the acts and orders taken by the investigating judge such
as the research and seizure set forth in articles 81 et seq. of the Algeria’s code of
criminal procedure; hearing of witnesses in conformity with articles 88 et seq., the
interrogation of the accused and the confrontation in accordance with articles 100 et
seq. of the Algeria’s code of criminal procedure”.

3 — 2 The National Criminal Pole’s Concurrent Jurisdiction

Except for the offenses that fall within the national criminal pole exclusive jurisdiction
in conformity with article 211 bis 24 and 211 bis 25 of the Algerian code of criminal
procedure, the other cybercrime offenses and related offenses are subjected to
concurrent jurisdiction between the national criminal pole and the criminal judicial
bodies that have territorial jurisdiction in accordance with articles 37, 40 and 329 of
the Algeria’s code of criminal procedure. In such case, the procedures provided for in
articles 211 bis 6 to articles 211 bis 15 of the Algeria’s code of criminal procedure are
applied before the national criminal pole™.

Accordingly, after being informed about one of the cybercrime offenses pursuant
to article 40 ter of the Algeria’s code of criminal procedure, the public prosecutor
within the court territorially competent in conformity with article 37 transmits,
without delay and by any means, the copies of information reports and investigation
proceedings carried out by the judicial police to the public prosecutor within the
national criminal pole’®. When the latter considers, during the preliminary investigation
and prosecution phases, that the offense concerned falls within its jurisdiction, he or
she, upon the opinion of the general attorney at the Algiers court of appeal, claims the
file of the proceedings from the public prosecutor territorially competent who issues a
decision of relinquishment in favor of the former.

When a judicial investigation is opened, the requests containing the claim of the
file of the proceedings are referred, however, to the investigating judge hearing the
case who issues an order of relinquishment in favor of the investigating judge within
the national criminal pole”.

In the case of the simultaneous claims referred by the public prosecutor within
the national criminal pole and the one within the courts with extended territorial
jurisdiction, the jurisdiction is rested ex officio with the former. However, if the file of
the proceedings is pending before the courts with extended territorial jurisdiction
during the phase of preliminary investigations and prosecution or judicial investigation,
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the relinquishment in favor of the public prosecutor within the national criminal pole
IS made in accordance with the forms described below. At any rate, the public
prosecutors within the courts with extended territorial jurisdiction may inform the
public prosecutor within the national criminal pole about new elements that may lead
to claim the file of the proceedings by the national criminal pole’®.

Once a decision or an order of the relinquishment is respectively issued by the
public prosecutor and the investigating judge, at either the territorially competent court
of ordinary jurisdiction or the court with extended territorial jurisdiction concerned, the
competent public prosecutor forwards the file of the proceedings, the related
documents and the exhibits to the public prosecutor within the national criminal pole™.
The relinquishment procedure results in the devolution of the powers of direction and
control of the judicial police activities, regarding the performed acts, ongoing acts or
the acts to be performed, to the public prosecutor within the national criminal pole.
Hence, regardless of the courts upon which they depend, the judicial police officers
and agents directly receive the instructions and letters rogatory from both the public
prosecutor and investigating judge within the national criminal pole®.

Unless the investigating judge within the national criminal pole decides otherwise,
the arrest warrants and the pre-trial detention orders continue, however, to produce
their legal effects. Consequently, the aforementioned judge becomes the guarantor for
the legality and regularity of the proceedings related to the pre-trial detention.
Moreover, the proceedings of the prosecution and judicial investigation taken prior to
the relinquishment decision continue to be enforceable and may not be renewed?®. Such
proceedings may include the public prosecutor’s request to open a judicial
investigation in accordance with article 67 of the Algeria’s code of criminal procedure,
a complaint accompanied by the lodging of an application for criminal indemnification
pursuant to article 72 and all the acts and orders taken by investigating judge such as
the search and seizure referred to in articles 81 et seq. of the Algeria’s code of criminal
procedure; hearing the witnesses pursuant to articles 88 et seq. of the Algeria’s code
of criminal procedure, the interrogation of the accused and the confrontation pursuant
to articles 100 et seq.%2.

At any rate, the relinquishment procedure results in the application of the code of
criminal procedure provisions throughout the phases of the criminal proceedings
related to cybercrime offenses, i.e., the criminal action initiation, judicial investigation
and the trial®

In another context, when the national criminal pole jurisdiction coincides with
that of the economic and financial criminal pole or the court setting at the chief tower
of the Algiers court of appeal, the territorial jurisdiction of which is extended to include
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all national territory in respect with terrorist offenses and organized transnational
crime®4, the jurisdiction rests ex officio with these latter two judicial bodies®.

Conclusion:

By studying the legal framework of the national criminal pole, we have reached the
following conclusions:

- Owing to the national character of the national criminal pole, the judges

belonging to it have a statewide jurisdiction.
- The jurisdiction ratione materiae of the national criminal pole includes the cybercrime
offense in its broader sense, i.e., offenses against automated data processing systems
and ordinary offenses committed or the commission of which is facilitated by the use
of information and communication technologies.

- The national criminal pole has jurisdiction not only to proceed with the
prosecution and investigation in respect of offenses linked to information and
communication technologies but also to try the accused of these offenses provided that
such offenses constitute misdemeanors.

- In order to determine the relationship between the national criminal pole and
other criminal judicial bodies, the Algerian legislator has, rightly so, conferred on the
former an exclusive jurisdiction over some cybercrime offenses such as those that
include high complexity element, on the one hand, and a concurrent jurisdiction to that
of the courts with extended territorial jurisdiction and the ordinary criminal judicial
bodies on the other hand.

- In consideration of the fact that the jurisdiction ratione materiae of the courts
with extended territorial jurisdiction includes only offenses against automated data
processing systems among other cybercrime offenses, the scope of the concurrent
jurisdiction between these courts and the national criminal pole is limited to such
offenses.

- Due to its national character and its specialization in investigating and
prosecuting cybercrime offenses, the national criminal pole has jurisdictional priority
over the jurisdiction of the courts with extended territorial jurisdiction and the ordinary
criminal judicial bodies.

- The jurisdictional priority is subject to the claim by the public prosecutor within
the national criminal pole of the file of the proceedings.

- The relinquishment of the proceedings does not affect the proceedings taken
prior to the claim of the proceedings file.
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- As regards the exclusive jurisdiction, the prosecution and judicial investigation
proceedings as well as the formalities taken prior to the issuance of the order declaring
the investigating judge within the national criminal pole incompetent continue to
produce their legal effect and may not be renewed.

Finally, we suggest that the Algerian legislator amend the definition set forth in
paragraph 3 of the article 211 bis 22 of the code of criminal procedure to include the
offenses against automated data processing systems.
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