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The role of information security in facing the risks that threaten the
enterprise information system REELEC case study
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Abstract:
This study aims to highlight the role of ICT have brought about changes in
all fields, through changes in the ways and means of implementing
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activities, the transmission and flow of information through networks has
become one of the signs of the new digital economy, by the development of
processing methods, storage and distribution of information. All this led to
the development of enterprise information systems, which increased
information risks that threaten the security and integrity of information
through various forms of cyber-attacks.

It has therefore become necessary to be vigilant and work to provide the
necessary security and protection for its information systems, using a range
of technical and organizational means, which ensure their confidentiality,
safety and reliability, especially as it activate in the economy where
"Whoever owns the information owns the control".

Keywords: Enterprise information system, information risks, information
systems security.

Jel Classification Codes: XN1, XN2.
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Codification des domaines :

Code du Domaines (Frangais) Domains (Anglais)

domaine

1 AM Gestion des actifs Asset Management

2 PDP Protection des données a caractére Personal Data Protection.
personnel

3 | ACM Gestion et contrdle des acces. Access Control Management

+ MDS Sécurité des appareils mobiles Mobile Devices Security

5 NTSEC Sécurité des réseaux Network Security

6 SYSEC Sécurité des systémes d’'information System Security

7 QPSEC Sécurité liée a l'exploitation Operation Security Controls

8 SCS Sécurité des Systéme d’information Security of Critical Systems
critiques

9 CLDSEC | Sécurité des services cloud Cloud Security

10 | CRYPT Cryptographie. Cryptography

11 | PHYSEC [ Sécurité Physique Physical Security

12 | SECIOT Internet des Objets Internet Of Things (10T)

13 [ LMO Surveillance et Journalisation Loggings and Monotoring

14 | SECIM Gestion des Incidents de sécurité Security Incident Management

15 [ BCM Gestion de la continuité des activités Business Continuity Management

16 | SECRH Ressources humaines Human Resources

17 [ SMSEC Sécurité liée 3 I'usage des Réseaux Sociaux | Social Media Security

18 | SSDLC Intégration de la sécurité durant le cycle Secure Software Development life
de vie de développement des logiciels cycle (SSDLC)

19 | SECPR] Exigences de Sécurité pour les projets de | Security Requirements for IT
technologie de l'information Projects.

20 | CTP Relation avec les tierces parties. Contact with Third Parties
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