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Abstract :

Nowadays, the firm’s environment is characterized by complexity and dynamism in dif-
ferent fields, mainly in ICT one. In fact, the most revolution in this field is the internet which
transformed the economy from a physical capital-based one to a knowledge—based one and
thanks to these technologies; the firm is today endowed with modern and sophisticated informa-
tion systems which contribute to value creation.

However those systems are exposed to cyber attacks that threat its security and safety such
as malwares, spywares, denial of service, etc. To deal with this situation, firms are trying to provide
various means like cryptography, firewalls and electronic signature in order to protect their informa-
tion systems and insure the confidentiality, integrity and availability. In spite of the adoption of those
means aiming at information system security, the latter is still vulnerable to cyber attacks. Hence the
necessity to adopt a new approach that allows a high information systems security and which is based
on international referential as, ISO 27002, COBIT, ITIL, etc. designed to reduce significantly the
threat of cyber attacks, and then to enable the firm to achieve its protection objectives.

Key words : modern information systems, cyber attacks, information security, referential.
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