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Digital Forensics: An overview of its concept and its 

importance in the Criminal Justice System. 
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Abstract:   

The main objectives of this research are to shed light on the 

emerging science-based digital forensics in the context of criminal 

investigations by collecting and studying digital evidence, 

transmitting, storing, analyzing, interpreting, and reconstructing to 

ensure legal admissibility before the courts. 
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The research has concluded many results and perhaps the most 

important of them is that digital forensics has become a well-

established science in criminal investigations with its tools, 

techniques, standard processes, and hypothetical knowledge that 

enabled it to manage digital evidence at crime scenes and bring it to 

the corridors of courts. However, there are challenges facing the 

way to do this, and perhaps the most important of which is the 

knowledge gap that may be imposed by the rapid development of 

digital technology techniques. 

Keywords: digital forensics, digital evidence, computer, criminal 

investigations, digital technology. 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

394 

 

iPad

digital evidence

"digital forensics"



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

395 

 

 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

396 

 

1.1
1.1.1

Forensic Magazine "Ken Zatyko"

chain of 

custody



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

397 

 

computer forensicscyber forensics 

digital investigations 

computer forensics  

( a.k.a. network forensics)

computer forensics 

 the information security community 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

398 

 

digital forensics

FBI

(CERT)

(DARPA)Carnegie Mellon

Pittsburgh

computer forensics

FBI

(IOCE)



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

399 

 

Casey Digital Evidence 

"computer" " "digital 

device-system"



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

400 

 

off the 

net

Twitter Facebook

Notepad 

(GPS)



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

401 

 

Hallmark 

Open computer systems

Communication systems

 Embedded computer systems



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

402 

 

acquisition analysispresentation

acquisition

digital media

analysisdigital 

media 

 

 

 

 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

403 

 

 

 

 

 presentation



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

404 

 

Robert Durall’s 

 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

405 

 

 

 

 

 

 

software products

perform acquisitionrudimentary analysis 

 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

406 

 

the Stored Communications Act 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

407 

 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

408 

 

Chain of custody 

asmin Cosic and Zoran Cosic, Chain of Custody and Life Cycle of 

Digital Evidence, Computer Technology and Application, 3 

(2012)  p126. 

(2)  John Sammons, The Basics of Digital Forensics- The Primer for 

Getting Started in Digital Forensics-,Elsevier, USA, Second 

Edition,2015,p2.
 
  

(3)  Martin S. Olivier ,Sujeet Shenoi, ADVANCES IN DIGITAL 

FORENSICS II, Springer, New York, USA,p68. 

(4)  Ibid, p68. 

(5)  Ibid, p4. 

(6)  Eoghan Casey, Digital evidence and computer crime : forensic 

science, computers and the internet, Elsevier, USA, 3rd 

ed,2011,p xxv. 

(7)  Ibid, p xxv. 

(8)  Bruce Nikkel, Practical Forensic imaging: securing Digital 

Evidence with Linux Tools, No Starch Press, San Francisco, 

2016,p1. 

(9)  Ibid, p3. 

(01)  Ibid, p4. 

(00)  Eoghan Casey,p7. 

(02)  Halil Ibrahim Bulbul, H. Guclu  Yavuzcan, Mesut  Ozel, 

Digital forensics: An Analytical Crime Scene Procedure Model 

(ACSPM), Forensic Science International 233 (2013),p245. 



ISSN: 2333-9331 لدراسات القانونية والاقتصاديةمجلة الاجتهاد ل 
931 - 313 ص          2122السنة  11العدد:  11المجلد:  

 

409 

 

(03) Han-Chieh Chao, Shih-Hao Peng, Research of Digital Evidence 

Forensics Standard Operating Procedure with, Comparison and 

Analysis based on Smart Phone, International Conference on 

Broadband and Wireless Computing, Communication and 

Applications,2011,p387. 

(04)  Larry E. Daniel,Lars E. Danie, Digital Forensics for Legal 

Professionals- Understanding Digital Evidence From the 

Warrant to the Courtroom-, Elsevier, USA,p4. 

(05)  Ibid,p4. 

(06)  Ibid,p5. 

(07) Safiia Mohammed,AN INTRODUCTION TO DIGITAL 

CRIMES, International Journal in Foundations of Computer 

Science & Technology (IJFCST), Vol.5, No.3, May 2015,p15.        

(08)  Cory Altheide, Harlan Carvey, Digital Forensics with Open 

Source Tools, Elsevier, USA,2011,p3. 

(09)  Ibid,p3. 

(21)  John Sammons, The Basics of Digital, Forensics:The Primer 

for Getting Started in Digital Forensics,p8. 

(20)  Cory Altheide ,Harlan Carvey, Digital Forensics with Open 

Source Tools,p4 

(22)  Eoghan Casey,p6. 

(23)  Ibid,p6. 

(24)  Ibid,p6. 

(25)  Safiia Mohammed,p15.     

(26)  Chet Hosmer, Python Forensics A Workbench for Inventing 

and Sharing Digital Forensic Technology, Elsevier, USA,p2. 

(27)  Ibid,p2. 

(28)  Ibid,pp4-6. 

(29)  Larry E. Daniel,Lars E. Danie, p139. 


