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Abstract:

Almost all legal systems in the world have modernized justice through several
measures, including videoconferencing, as well as the use of video chat, which was
demonstrated in Algeria under Law 15-03 on the modernization of justice, in addition
to other measures aimed at the development and modernization of the judicial system,
in order to be able to reduce the distances and costs, speedening procedures and
serving public interest, especially in issues such as those that affect public morals
and ethics and juvenile issues.

Despite the advantages of the above-mentioned techno technique (VCT) and
its reliance on a unified technical structure and high security systems in a very
special courtroom, and thus helps to preserve the privacy of some procedures in
general (public privacy), it has been criticized for some legal obstacles related to the
rights of the accused such as digital privacy and confidentiality, and other practical
such as security and technical specialization.
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Introduction:

The principle of publicity in trials is an important safeguard for the proper
functioning of justice because it is an essential element of fair trial. It gives the public
the right to observe debates and deliberations in court sessions to demonstrate the
integrity of the judiciary.

However, the Criminal Procedure Law allows the court to order all or part of the
proceedings to be heard in a closed hearing in order to respect public order or to
preserve morals or, if necessary, for the emergence of the truth, as well as the fact
that juvenile courts should be held in secret only other courts.

Despite the benefits of publicity, the trial has been criticized., thus although it
has been decided in favor of the accused, it may harm his interests because it is a
means of exposing the defects of the perpetrator and stripping him, which may
prejudice his dignity. It would arouse public sentiment and influence the good
conduct of trial proceedings if judgments were issued contrary to what was expected
of an audience that was unaware of legal issues.

In recent years, the use of videoconferencing technology (VCT) has increasingly
become common in legal systems over the world, and used to conduct administrative,
civil and criminal proceedings, as well as pretrial release and sentencing hearings."”)

Historically, the first use of VCT in the legal system occurred in an The State of
Illinois court in 1972 to conduct a videophone bail hearing and Since then, its use has
spread significantly, with over half of States allowing for VCT in some kinds of
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criminal proceedings by 2002, and by 2009, the proliferation of VCT in the
courtroom was over half to conduct initial appearance proceedings.

The recent amendments in the Algerian legislation carried the system of remote
trial and the use of videoconferencing which have been introduced along with
measures taken by the trustee ministry in order to develop and modernize the judicial
system in Algeria. These techniques can reduce distances and facilitate the task for
decision-makers, reduce costs and serve the public interest.

Such technique use has pros and cons; virtual courtrooms may be cheaper but
they can jeopardize defendants’ right to fair trial, say campaigners, thus it presents
unique privacy issues, as personal information are at risk in two ways: via an
unsecured online conference, and by those attending the trial,) i.e. security and
privacy issues are a growing concern, which require special legal consideration and
logistical planning; so
What are the main constraints before the VCT use in remote trial? And to answer the
problematic, we’ll divide our research into two main chapters.

Section I: The practical obstacle to VCT in judiciary

The rapid technological development in various areas of life has forced the
public utilities to develop modern enabling mechanisms to provide their services
better and faster in light of the increasing needs of citizens;

Among the public utilities, in various countries, that pay attention to this issue,
Is the Justice Utility which relies on modern techniques to provide its various
serviggas, notably the technology of visual conversations during investigation and
trial.

Despite that VCT has advantages; it also has its numerous advantages such as it
may be heavily dependent on the network connection. Bandwidth issue could lead in
a bad transmission of video, sound and files, which is likely to affect the
communication and cooperation. Besides, although we can use video conferencing
tool to create a virtual face-to-face meeting, it is still lack of personal interaction to
some extent.?

A) Issues related to judiciary sector:
1- Definition of VCT in judiciary

Many scholars attempt to present in more or less simple terms the technical
aspects of videoconferencing as well as the rather daunting terminology associated
with it; They add that the reader should be warned that there is wide latitude and even
some confusion in the terminology used by different authors.®

Linguistically, the term "visual talks" is a translation of "video conference", an
expression derived from both English and French; it’s divided into two words, the
word «video» and the word « conference ». The first part corresponds to "TV" which
is originally a French word newly introduced into Arabic,® a device that transmits
the image and sound by different waves of communication. The second part means
the gathering of a number of individuals for a discussion, lecture or dialogue whose
subject is precise and specific.
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Idiomatically, Videoconferencing (or video conference) means conducting a
conference between two or more participants at different sites by using computer
networks to transmit audio and video data.’In judiciary, it’s an audiovisual
communication technology, a modern means or mechanism for initiating criminal
investigation or proceedings. In some cases, it is used to hear witnesses and
collaborators with justice to expose the vagueness of serious crimes, especially the
organized ones. It extends to a trial of the accused, despite his existence in custody.®

It is also defined as an audiovisual technique that is used by direct transmission
of voice and image between courts of different stages and competencies and penal
Institutions within a legal framework, in order to interrogate an accused, a witness, a
civilian party or an expert who cannot be present at the Court because of their
criminal status of impalement or for other reasons such as the assignment of
movement to the seat of the trial court.®)

2- The VCT origin in justice sector
3- At the international level:

The basis for the use of videoconferencing technology in justice sector at the
international level dated back to the European Convention on Mutual Assistance in
Criminal Matters, adopted by the EU on November 30th, 2000,"® amending the
European Convention on Mutual Assistance in Criminal Matters of 1959, which
approved the use of this technique in the remote criminal investigation, limiting it
thereof to hearing witnesses and exchanging reports of experts between the EU and
the contracting States in judicial field cooperation, and making its use in this regard
linked to the case of necessity when it is proved that it is not appropriate or
Impossible for the witness or expert to be transferred to the requesting State before its
judicial authority.®?

At the domestic level:

As for domestic laws, the legal basis, several countries legislations that have
used this technique exist. The Italian law has been adopted by Decree No. 306 of
1992, as amended by Law No0.356 of 1992, approved that technique by including
modalities of VCT in criminal investigation, thus The Italian judicial bodies could
hear witnesses and various other statements concerning collaborators with the justice
system orally and by TV, and this to fight the mafia gangs. This law was issued to
protect witnesses and collaborators from the risk of retribution and as a guarantee for
the protection of all those who contribute to the criminal investigation, particularly
when using video conference.®®

The technique has been used also by USA in large-scale judicial proceedings
both in the international sphere through international judicial assistance or in criminal
matters included in concluded international agreements™® on the use of such
technology in the criminal or domestic sphere through the issuance of legislations by
majority of states that allow the use of this technique in remote investigation and
trial,™ taking into account the reduction of psychological and mental stress that may
be exposed to the child during his summons to testify, especially when confronted
with the accused or the victim.™®
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In general, most developed countries have used this technology by incorporating
it into their domestic laws after ratifying the treaties and international conventions
they recognize. Some other countries have only applied it at a local level in some
regions and in certain cases often have a relationship with the children's
psychological status; while the third world countries are far from using this
technology because of its weak technical capabilities and high cost, but at the
beginning of the second decade of this millennium, some developing countries began
to use this technology and introduced it in legislation and practically in their legal
systems, even if only in a limited manner.®”

4- The justifications for the use of VCT in justice sector

The introduction of this technology to the justice sector was not merely a
coincidence or a legislative tradition. It was necessary on the basis of many legal and
practical justifications for the justice system. This use is only in a specific legal
framework that guarantees the integrity of the process on one hand and the rights of
the litigants in another one as enshrined in the provisions of Law 15/03 mentioned
above.

- Coping with the comparative systems developments witnessed, particularly in the
field of modernization of justice sector and the introduction of modern technologies,
a translation of the international texts and conventions that approved the use of this
techno(llg)gy to facilitate litigation and support international cooperation to combat
crime.

- Relieving pressure on the courts and on the corps charged with transferring the
accused, as the conduct of the remote trials ensures greater speed of litigation
proceedings with less effort and perhaps at a lower cost.

- Reducing distances for witnesses in remote locations, in order to encourage the
participatory role of citizens through cooperation with the judiciary to reduce crimes
and eliminate the crime of covering up criminals.

- Making use of the expertise of experts in areas not found at the level of jurisdiction
of some courts.

- Deciding on case or completing investigation procedures within reasonable timing.

In Algeria, the use of VCT technology has been delayed until Law 15/03, on the
modernization of justice in 2015, which aims to modernize the justice sector through
a number of procedures, including the use of remote video conference technology in
judicial proceedings.® It presents an extension of the ratification under reservation of
the UN Convention against Transnational Organized Crime, adopted by the UN
General Assembly on November 15th, 2000, by virtue of Presidential Decree No.02-
55 of 2002, which provided for the possibility of using this technology in the field of
Combating crime in support of international cooperation.®
B) Issues related to quality principles:
1-Sound and image quality

Despite its air of novelty, videoconferencing with different fields is not a new
idea. The first major experiments were performed in the 70s in interpretation: the
Paris — Nairobi (* Symphonie Satellite ") by UNESCO in 1976 and the NewYork-
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Buenos Aires experiment by the UN in 1978. In both cases and also in similar
experiments in the 80s, the lessons can be drawn from these tests are:

- The loss of visual information because of inadequate image quality

- Remote work with sound only is not workable for conference purposes under any
circumstances.®

- The psychological state and reaction of the offender is an issue to be neglected
before the judge, because it differs in VCT from face-to-face trial (real audience).

- VCT can be sometimes quite expensive; however its cost must be weighed against
its effectiveness.®

In considering the drivers for VC technology, it is helpful to balance the views
with some of the restraining influences which make it less attractive. For example,
although the quality of video conferencing systems has improved immeasurably over
the last 20 years, they are still subject to technology mediated vulnerabilities (breaks
in connection, picture low quality, poor synchronization of video and audio, ...)*
especially in developing countries.

The videoconferencing system should be set up in such a way that the persons
(accused, judge, registrar...) concerned are provided with an accurate and clear
picture of what is happening in the foreign side (jail, courtroom). Concerning the
quality of the visual and audio connection, sufficient account should be taken of the
interests of the persons concerned to avoid sub-optimal solutions. Consequently, the
videoconferencing system should be of high quality. Only then will a hearing
conducted through videoconferencing provide a reasonable alternative to a face-to-
face hearing. l.e. that sounds and images need to be aligned accurately and
reproduced without any perceptible delay. Furthermore, the external appearance,
facial expressions and gestures of the persons concerned should be clearly
perceptible.®”

From the defendant’s side, both substantive and procedural due process
concerns also arise due to the remote and sometimes perceived impersonal nature of
video proceedings, thus the defendant’s physical presence in the courtroom is critical
for making judgments of his or her credibility and competence, as well as physical
and psychological wellbeing which are most apparent when considering conducting a
full criminal trial using videoconferencing technology, so “Given that the defendant’s
freedom prior to trial is a matter of great consequence, there is at least a serious
argument that procedural due process requires the defendant’s physical presence at a
bail hearing”.(ZS)

2- Technique and training

Planning for wiring infrastructure must start early in the design process. The
proper integration of the infrastructure requirements into the courthouse requires an
understanding on the part of the entire design team of the requirements of these
systems at the earliest phases of design;® so the organizations and courts depend on
hardware and installation that is provided by others: from videoconferencing
apparatus, to internet bandwidth and systems training. The implementation of
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videoconferencing covers such a broad arsenal of technical requirements that it
becomes an obstacle in terms of costs and user friendliness. Thereby,
videoconferencing users want an easy, preferably one touch system, which need no
extra training or manuals. Adequate training sessions need to be planned first when it
iIs implemented, new potential users need to be trained and also stimulating
personnel.”

The usability of videoconferencing equipment plays a core role in the practical
preparations. It’s always a needed to have contacts between the technical experts of
the respective courts, jails or other videoconferencing locations in good time before
the videoconference, in order to be sure that VCT equipment (cameras, microphones,
screens,...) is functioning in good manners. It is also advisable to the experts to test

the equipment and the connections at least one day before the VVCT.®

The training is not limited to personnel only, but it extends to judges, thus in a
survey made in the courts of appeals in USA, the extent to which judges had
experience with videoconferencing was a factor in their perceptions of the
technology. The survey found that judges with more videoconferencing experience
noted that the decreased personal interactions were less of a problem, suggesting that
at some point they become accustomed to this mode of interaction. The more
experienced judges encountered technical problems than did judges with less
experience, perhaps due to the fact that those judges have had more opportunities for
things to go wrong.®

In that survey, many judges we interviewed, among them many had used
videoconferencing for more than oral arguments and, again, felt positively towards
the technology, largely due to the reduction in travel time that resulted. However, the
positive response toward VCT voiced in these interviews suggests that the technology
can be beneficial, when used correctly, in the courts of appeals. In the words of one
judge, “Videoconferencing is the wave of the future.”%

3- Skilled Staff

Specialized staff is based on a managed technical service which allows court
participants to focus on their prime responsibilities (investigations, trial ...), so the
service should be with an appropriate security certification) by the supplier, in a
centralized video infrastructure. For example, in a USA state, the service is
essentially comprised of three core elements: Managed video service, delivering
secure video links to remote locations, an operator assistance, to provide assistance
for court staff to connect a video link to and external locations.®"

As with any equipment, training is important for anyone operating or
supporting video telecommunications equipment. Operator knowledge was a concern
voiced by many judges and representatives. Several judges say that they felt
uncomfortable operating the equipment (judge did not understand how to operate the
camera, the image is small of him...) so they could not operate the system and had to
stop and call for support several times during the hearing. All of these issues can be
corrected with proper user training methods.®?

2822



The Legal and Practical Obstacles to Remote Trial Technique
Sayeh Boussahia & Smail Debbah

Drawbacks of VCT technology are lack of access or experience with the
technology, ©®® discomfort with using the technology, system errors that can
significantly impede communication, and poor visual or audio quality, the matter that
suggested remedies for these potential inadequacies include training for court

personnel and technological upgrades.®?

Some experts suggested that jurisdictions may choose to formalize training for
individuals who operate or engage in videoconferencing systems in courts and jails,
thus they staff training on the use of VCT equipment. In some instances, training was
listed as a requirement for judges, prosecutors, and defenders, in order to operate
videoconferencing technology in their courts where employees had no formal training
or education in managing the systems. Experts added a recommendation that judges
set up peer-training sessions to discuss factors important to their participation in
videoconferences, such as communication and maintaining decorum of the
courtroom. >
Section I1I: The legal obstacles to VCT use

The Algerian legislator's dedication to modern technologies in the justice
sector, such as the videoconferencing technology, is a significant step towards the
development of the judicial system and the best conduct of its various units and
services, especially if this codification is accompanied by a clear process both at the
investigative or trial phase or even in other aspects such as international cooperation
against organized crime or in internal and external training for justice sector

personnel®® in order to increase the profitability of human resources, which

positively affect the performance of the facility in general.®”

The above-mentioned technology continues to pose legal issues as obstacles
and challenges to its use, among them those related to the procedures themselves and
others related to defendants’, witnesses’ and victims’ fundamental rights and
principles enshrined in most legal systems, particularly regarding the right of

defendants to confront and cross-examine witnesses, privacy,(38) confidentiality and

security, obstacles that have not yet been overcome in many national jurisdictions.
A) Issues related to procedures:
1- The use of VCT in investigation

Article 15 of the Law on the Modernization of Justice provides that: "The
investigating judge may use remote video conference to interrogate or hear a person
and to conduct confrontations between several persons. It could also be used to hear
witnesses, civil parties and experts. The trial body dealing with misdemeanors may
resort to the same mechanism to receive the statements of a detained defendant if the
person concerned and the Public Prosecution agree.®”

Here, the provisions of article 15 refer to the use of this technique at the

investigative stage and even at the trial.“*” Some scholars have considered that the
criminal investigation by using this technique a departure from the general rule in the
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investigation sessions taking place within one geographical area.™ This poses

several procedural problems, namely, the issue of jurisdiction, contradictory,®?
adversarial system, morality and codification. However, there are many views that
these issues are not presented in view of the fact that the presence of a voice and a
picture is an actual presence in which the court investigate or prosecute. The question
of codification has already been required to record statements literally under the
provisions of article 14 of the same law.

Generally, the investigating judge, in the event that the hearing, interrogation
or confrontation of unencumbered persons, whether witnesses, experts or parties, as
necessary, has the possibility of using the mechanism from the seat of the court
closest to the person, to ensure confidentiality on the one hand, in order to facilitate
the task of confrontation or interrogation, in addition to proving the identity of the
person and the incident in general, in the presence of the competent public prosecutor
and the registrar to record the evidence previously mentioned in accordance with the
use conditions. “®

In the event of a public action against an accused in another case,“¥ the
investigating magistrate will summon the accused in a normal manner. After the
summons, the accused's lawyer submits a request to notify the examining magistrate
that the accused is emailed in another case. After that the investigating judge has
ascertained the criminal status of the accused through via a request to the public
prosecutor, the procedures of using the video conference technique start to investigate
the detained accused by another application submitted to the public prosecutor of the
competent court, who in turn shall correspond to the procurator of the court whose
jurisdiction falls within the penal institution in which the accused is present. Hearing
will be done in accordance with the previous-mentioned conditions.“”

What’s noticed about the use of this technique in the investigation phase is the
lack of precise and quick procedures that ensure that it is used as a substitute for
normal contradictory investigation, and since its use is guaranteed by written
procedures, correspondence and approval requests, this may limit its practical

usefulness.“®

5- The use of VCT in trial

First, the Algerian legislator did not use the phrase "remote trial," but rather
used a general term for the investigation and trial, as it is evident from the title of
chapter IV of Law 15/03, "The use of videoconference during judicial
proceedings."“”

The use of videoconferencing technology is limited to cases of misdemeanors
only and under clear conditions of the consent of the accused person on the one hand
and the Public Prosecution on the other hand,“® knowing that term «competency»

may not necessarily mean a court of misdemeanors alone, but extends to a criminal
court when it considers a case of a description or qualification of a misdemeanor.
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Therefore we are wondering the possibility of adhering to the text of the article
stating that the trial judge can resort to this technique to receive statements only,
without continuing to broadcast the entire hearing in front of the accused or that the
Algerian legislator intended to conduct a full trial guaranteeing the defendant the

right to see what is going during trial.“*

Based on the trials that have been done in this way, the case file reaches the
trial judge carrying the phrase - under arrest for another reason - the judge shall
ascertain the criminal status of the accused by submitting an application to the public
prosecutor. In the proven case of impalement and the presence of justifications
enabling the use this technique, the judge shall submit a request to the procurator of
the Court, who in turn notifies the competent Public Prosecution to ascertain the
consent of the parties, and scheduling a session of receiving the statements with the

same conditions and procedures followed in the investigation phase.®”

For the Algerian experience, the VCT technology was used at the level of the
judicial facility initially to hold training meetings and symposia for justice personnel,
and then for the first time in litigation proceedings. The first trial using this technique
was conducted on September 30th, 2015 at Kolea (Tipaza) court, held in public in the
presence of the defense, and was open to citizens.

A courtroom equipped with audiovisual facilities was set up by the penal
institution of Kolea®, the trial began immediately on a large visible screen in the
competent court and on the other hand, the accused "Z.G" in the Kolea jail, where the
he was confirmed by the judge through the fingerprint after his consent to be tried by
this technique to forward the trial proceedings normally. Two other persons were
tried in the same penal institution on the same day at the Kolea court in a remote trial
session, hoping that it would be circulated to the rest of the other courts by the
Algerian legislator under Law 15/03.%%

3- Storage and record of statements and documents

The use and storage of videoconferencing data was identified as having
important implications and effects for videoconferencing implementation because it
can be used later, so the responsibility for ownership of data is for an important
consideration because it has real cost implications. In some settings,
videoconferencing data are not stored. The expert workgroup discussed the role of
videoconferencing data as part of the court record—some identified
videoconferencing data as part of the record and others indicated it is not part of the
official court record. Thus, the legal requirements to preserve and save data are
different across jurisdictions.®

In USA there are courts of record require verbatim records of their
proceedings. In general terms, courts can be divided between those which use
stenographic or stenomask court reporters to generate the record and those which use
some form of electronic voice recording. The record is of importance to both trial and
appellate courts and to the attorneys and parties involved. ©*
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In Algeria, article 14 of Law 15/03 stipulates that statements or stages of trial
must be recorded by using the video conference technique on an electronic platform
or CD-ROM to ensure its safety.

In the Algerian legislation, the last paragraph of the same article 14 provided
that « statements must be written in full and verbatim on the record signed by the
appointed judge and the registrar; and perhaps the direction of the Algerian legislator
not to overlook the writing, is originally due to the possibility of damage to the
electronic devices, so that statements and investigation procedures will be confirmed
by written records for reference.

Recent developments in court record technology demonstrate how quickly we
are developing the infrastructure necessary for a virtual trial. Most court reporters
have been using modem technology for many years, generating computer-assisted
transcription.

Recording is related to the trial itself and to evidence which normally consists
of witness testimony and actions documents, charts, photographs or other images, and
physical objects. If all evidence can be given electronically, the core components of a
virtual trial are present.

Videoconferencing systems differ in regard to how remote hearings are stored
and if they serve as a court record. Some courts may allow a recording of the
videoconference, a transcript, or audio recording to serve as a court record while
others have no standard method for archiving these hearings.

Court records can be either digitally audio recorded or transcribed, thus some
States and counties have moved away from court reporters as the standard method of
creating a court record, others use the videoconferencing recording as the hearing or
trial record despite that it’s just a process to share information and that the official
trial or hearing record is still recorded by a clerk.®®

Presenting documentation in court becomes difficult when videoconferencing
is involved. Specifically, that vendors struggle with ways to set up systems to sign,
review, and exchange court documents. So as courts are moving toward
videoconferencing, the need for an electronic document management system
intensifies which led to that the defendant at the detention facility has to have the
documents in a timely manner and must have access to the documents during a
proceeding in a secured manner.®®
B) Issues related to the fundamental rights and principles:

1- The consent of the accused and approval

First, VCT brings to bear the literature from other fields, particularly
communications and social psychology. That body of literature suggests that
videoconferencing may have a negative impact on the way the defendant is perceived
by those in court as well as the representation the defendant receives and the way in
which he experiences the criminal justice system. Scholars argue that courts should
not extend their reliance on VC further and instead must undertake studies to explore
the impact of this technology in criminal proceedings. In addition, they advocate that
the courts take steps to ameliorate the negative impact of VC through design of
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systems and training of those who participate in VC proceedings, they also suggest

that courts make VC equipment available for communication between incarcerated

defendants and their attorneys.®”

The accused appearing before a court is entitled to certain minimum guarantees
such as the right "to be tried in his presence”,®® and the right “to be confronted with
the witnesses against him”, but this right is interpreted as meaning that an accused
has the right to be physically present, this right, however, is not absolute as an
accused can waive or forfeit the right to be physically present at trial which is the
case in VCT. This is based on to guard against the possibility of parties challenging
the legality of the use of VC as a way of receiving evidence or conducting trials.®”

In many jurisdictions, accused persons in custody may appear in any
proceedings either by consent, or at the direction of the Court. However, all remands
of persons in custody will be conducted by video link unless otherwise ordered by the
Court, as in Algeria, where the last paragraph of article 15 of Law 15/03 stipulates
that the accused who is a jailer of a penal institution in cases of misdemeanors®’
must agree to use this technique to initiate the proceedings of his trial and so for the
Prosecution. In case of refusal by one of the parties,® the use of this technique
would be forbidden in the remote trial or to receive statements from a jailer in a penal
institution.

There are different legislative views regarding the consent issue, among which:
e Persons in custody may appear in any proceedings either by consent, or at the

direction of the Court. However, all remands of persons in custody will be
conducted by video link unless otherwise ordered by the Court.

e A direction will not normally be made unless every party entitled to be given notice
and to be heard at the hearing has consented to the use of VCT.

e Physical appearance in court is not required for a number of stated applications,
including bail, adjournment, subsequent remands in custody, arraignment (not on
trial date), or status hearing in committal proceedings.

¢ Physical appearance in court is required (unless the court directs otherwise) for the
first appearance after arrest (unless the accused consents to appearance by way of
VCT), inquiry into fitness to stand trial, committal hearing, trial, sentence hearing,
appeal.

e The court may direct videoconferencing evidence in any case if it is consistent with
justice and reasonably practicable. All parties’ consent is required unless the court
Is satisfied that exceptional circumstances exist.

* Conducting VCT where defendants and their legal representative consented to the
use of the technology.®?

VCT may be made of it on the basis of the consent of all and on the direction
of the judge.

It should be noted that in some jurisdictions such as Australia, there are costs
and fees must be paid prior to the date of the conference, thus the party is responsible
for the cost of each video link transmission is set out in the Video Link. The
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conference will be cancelled without notification if the fee is not paid within this
time. The Court’s Videoconference Coordinator will provide support, costs may be
incurred for administration and Audio Visual Technical unusual support
requirements.®

2- Strict confidentiality

Confidentiality is a principle of any system as well as a right, that client—
lawyer consultation should be confidential, but consultations on video are frequently
overheard by others because the booths/rooms in which they are held are not properly
soundproofed, and because either or both sides sometimes need to shout to be heard,
because of the poor sound quality of the line.®”

Concerns have not been allayed about confidentiality, thus majority of lawyers
in courts expressed concerns about the confidentiality of the video and phone
consultations they had held, whether because they suspected their conversations of
being actively monitored or overheard. These concerns have not been allayed; the
links currently used are in theory secure, but cyber security is a growing challenge
since the frequent lack of confidentiality is a barrier to trust in lawyer-client
relationships and threatens the legitimacy of the process for all parties.®®

Confidential communication between an attorney and a defendant is a common
concern and of great importance when the two parties are communicating remotely,
thus other defendants waiting for thei hearings can overhear the discussions. There
may be complaints about the way and the quality of representation and also the
inability to have private conversation with the defendant during remote hearings, the
matter that led to suggest providing locations with private phone lines in detention
facilities to enable private attorney-client communications.®®

Communication confidentiality and honesty should be ensured by the means
used, i.e. that this type of conversation is not conducted through social media or
through unprotected networks, but through a special network developed in the justice
sector called «The sectorial network of Ministry of Justice »,©” where this network
takes into account the privacy and sensitivity of information in justice sector, and
ensures electronic communication and immediate and secure exchange of information
between the different interests of the sector according to the system of intranets,
where all the judicial and penal institutions have been linked to each other in addition
to the Supreme Court and the State Council.

For the Algerian case, in 2006, all judicial and penal institutions were
supported by local networks. These local networks of courts, Supreme Court
councils, the State Council were also linked to the development of local networks at
two pilot sites, the Algiers District Council and Oran, in 2004. The Central
Administration since the beginning of 2007, and finally in the framework of
cooperation with the European Commission has been linked to a parallel network
called the «network help» working by satellite VSAT technology,®® allowing contact
with anyone from any site to testify ; and with the issuance of Law 15/03, the
network has been restructured and developed to secure video conference.

3- Security and privacy
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For the court, network security is important that the technology not allow
opportunities, chances and gaps for unauthorized outside access. Security depends on
the infrastructure set-up of the court or other institution involved in the VC. For
instance, the use of wireless microphones and the installation of cabling in publicly
accessed areas are examples of practices that may result in signals not being confined
to the courtroom space.®®

Looking to conduct videoconferencing hearings has to take in concern cyber
security, so ensuring a safe transmission of videos and records contribute in
delivering fair trial while maintaining its privacy (of all parts),"” otherwise, the
physical safety of those in the room or those in prison as well as the safety of the
equipment are compromised.‘"

Special security issues needed to be considered where an inmate is appearing
before a court by way of video conference so as to ensure the inmate is able to give
evidence without interference. Courts will at all times have the ability to control
the camera view at prison video conference sites. The magistrate or judge can have a
view of the entire room and of all persons present at any time during the hearing. The
magistrate or judge will also have a head and shoulders view of the witness at the
remote point.

Security contributes in the protection of the private life of the parties (litigation
parties, a third party) so require, or to the extent strictly necessary in the opinion of
the court in special circumstances where publicity would prejudice the interests of
justice.

As sensitive data may be exchanged via VC, it makes sense to ensure that it is
secure. To this end, secure networks should be developed to cope with the key
principles of data protection, one of which is also the idea of proportionality: the
measures put in place must be proportional to the sensitivity of the data that is being
handled. For instance, extra care should be applied when dealing with suspected
persons (as opposed to sentenced persons) during handling and storing.®

Experts indicated that planning for VC requires serious consideration and
protection of civil liberties for defendants, and while ensuring the rights of defendants
are met, jurisdictions that use VC must also take into account the rights and needs of
victims who may not want to appear via a video. It is important that courts maintain
the victim’s privacy and protect the victim’s identity, especially in cases involving
children or sexual assault victims.("¥
Conclusion:

Most of judicial systems over the world suffer from important deficiencies in
terms of access and efficiency, and since the modern technology and globalization
effect this sector, it was necessary to develop mechanisms and tools to cope this
modernization through creating the so-called e-justice.

One of the main forms, of that development in reforming the justice sector and
improving its performance, is the use of videoconferencing technique in criminal,
civil and administrative matters in order to reduce waiting times and transport costs.
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Despite the advantages of VCT, it appears to pose a number of legal and
practical challenges mainly the need to become familiar its use in a court setting, the
legal nature of evidence collecting, face-to-face confrontation, privacy, security and
confidentiality as rights in the context of modern communications technology, as well
as the cost and quality of the equipments, storage of personal data and the judicial
staff.

Bearing the above observations in mind, in the digital age, to overcome those
theoretical and empirical shortcomings, it’s needed to engage all legal and technical
communities, to ensuring that these technologies are used to deliver real justice with
enjoyment of human rights.

In this regard, The Algerian legislator, after the promulgation of Law 15/03 on
the modernization of justice, has taken a great step towards e-justice, recognizing the
use of several electronic technologies, such as e-authentication and
videoconferencing as a result of the process of Algeria's signature on several
international conventions that allow its use.

Findings:

v’ Researches and experiences from use of VCT in criminal justice indicate potential
advantages and disadvantages.

v The good quality and the cost of reliable technology equipment will continue to
remain an issue for some developing countries, so others suggest mobile
videoconference instead since it is more versatile.

v VCT technique fails in developed countries such as USA, let alone the
underdeveloped countries.

v VCT hinders some fundamental rights such as e-evidence, face-to-face and
adversial trial, privacy and security.

v A recent report has raised concerns about disproportionate impact on particular
vulnerable groups such as children.

v’ Absence of liability provisions in case of failure of this technique.

v The provisions of 15/03 are brief and don’t precise the procedures for their
exercise.

Recommandations:

v Amendment of the legal texts related to technology and support them with
professional codes of conduct and code of ethics.

v The need to strengthen the law 15/03 with regulatory texts that include the best
procedures for the use of video chat technology as seen in the comparative
systems in this area.

v’ Choosing skilled elements capable of managing and using such technology at the
level of the justice sector including the judges.

v’ Extending the use of technology to all types of cases, not just misdemeanors, and
not just criminal matters.

v Giving judges greater discretion to use this technique, taking into account the e-
privacy.
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v’ Strengthening the protection of witnesses, experts and victims and the third party.

v’ Further discussion and in-depth study of issues needed in accordance with the
international legal framework.
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